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Abstract—The Internet of Vehicles (IoV) has the potential
to greatly improve traffic efficiency and road safety through
the real-time exchange of data between vehicles and transport
infrastructures. While many schemes employ Certificateless Sign-
cryption (CLSC) to ensure data confidentiality and provide au-
thentication in IoV, existing methods are predominantly designed
for single-sender/single-receiver or multi-sender/single-receiver
configurations. There is a notable gap in the research addressing
the personalized sharing of data with multiple specific users.
This paper addresses the practical and challenging problem of
personalized multi-receiver data sharing, where customized data
is sent to each recipient while remaining confidential from others.
Furthermore, the dynamic and heterogeneous nature of vehicles
introduces significant challenges for authentication across diverse
geographic domains. To address these issues, we propose a
novel, lightweight personalized multi-receiver CLSC algorithm
featuring cross-domain authentication, thereby enhancing its
applicability across various IoV scenarios. Our scheme also
reduces computational complexity by enabling aggregated un-
signeryption. Additionally, we introduce a pseudonym generation
mechanism to ensure the anonymity of participants’ identities
while maintaining traceability. Rigorous formal security analyses
demonstrate that our scheme satisfies all specified security re-
quirements. Furthermore, the experimental evaluations confirm
the efficiency and practicality of our scheme.

Index Terms—IoV, multi-receiver data sharing, certificateless
signcryption, cross-domain authentication, traceability.

I. INTRODUCTION

HE Internet of Vehicles (IoV) has recently gained signifi-
cant attention due to the rapid advancements in Intelligent
Transportation System (ITS) [1], [2]. IoV facilitates connectiv-
ity among smart vehicles, Roadside Units (RSUs), and other
ITS infrastructure, forming an integrated network that shares
traffic data efficiently to enhance road safety and optimize
driving experience [3]. For instance, in the event of a traffic
accident, involved vehicles and passersby can issue warnings
to nearby vehicles, enabling them to avoid the site and make
way for emergency services. Recognizing its potential, nations
worldwide are actively promoting IoV deployment [4].
While IoV promises a future of efficient and safe traffic, it
also poses significant security challenges. The openness and
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heterogeneity of wireless communication mediums makes loV
susceptible to adversaries who can easily infiltrate the network
to conduct malicious activities such as eavesdropping, forging,
and data manipulation [2]. These actions can have dire conse-
quences. For instance, an adversary broadcasting a fake traffic
accident can mislead drivers, causing unnecessary diversions
and potential traffic jams. Moreover, these vulnerabilities seri-
ously compromise drivers’ privacy, such as real-time location,
travel history, and personal habits, leading to unpredictable
security threats. To address these challenges, robust security
mechanisms for data sharing in IoV are imperative.

The hybrid encryption model, which encrypts the exchanged
data using symmetric encryption followed by public-key en-
cryption to secure the symmetric key, has traditionally been the
industry standard for addressing security concerns in IoV [5]-
[7]. However, these methods can heavily drain the resources
of IoT devices and often fail to meet the low-latency re-
quirements of IoV applications. To address these issues, sign-
cryption—a cryptographic primitive that integrates encryption
and signature functions into a single logical step, has been
introduced, significantly reducing computational overhead [8].
To further eliminate certificate management and key escrow
issues, Certificateless Signcryption (CLSC) has been proposed,
offering a more efficient solution for ensuring confidentiality
and lightweight authentication in IoV [9].

A. Motivation

Traditional data sharing strategies in IoV typically focus
on either single-sender/single-receiver (one-to-one) [10], [11]
or multi-sender/single-receiver (many-to-one) configurations
[12]-[14]. The former mode is often employed for deliv-
ering specific messages to designated destination, whereas
the latter involves multiple senders communicating with a
single receiver. In addition, there are one-to-many data sharing
scenarios, such as broadcast and multicast, where the same
data is sent to a group of recipients simultaneously. However,
these existing one-to-many schemes fail to provide person-
alized data sharing, where each receiver gets a customized
message. For example, in a busy urban intersection, different
vehicles require distinct information: Vehicle A needs details
about the traffic accident that happened 1 km ahead to
choose a detour route, Vehicle B needs information on road
construction situation 500 m ahead and adjust its driving
speed, and Vehicle C needs the location of the nearest parking
space. Instead of broadcasting generic traffic information to
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all nearby vehicles, the RSU should customize messages for
each vehicle to enhance traffic efficiency and service quality.
One-to-one communication in IoV is too time-consuming and
may lead to bandwidth congestion. Personalized multi-receiver
data sharing allows users to send customized messages to
multiple specified receivers, offering more flexibility than the
traditional one-to-many mode and conserving more resources
than the one-to-one mode [15]. The exchanged data must
remain confidential to everyone except the specific receiver.
Additionally, the real-time requirement and resource-limited
nature of IoV are supposed to be satisfied [16]. To tackle these
challenges, we propose a secure and efficient personalized
multi-receiver data sharing scheme by designing a novel CLSC
algorithm.

Vehicles in IoV frequently travel across multiple Geographic
Domains (GDs), such as cities, states, or even countries. Each
GD may have its own set of security policies, administrative
controls, and trust infrastructures. Ensuring seamless and
secure authentication as vehicles cross these boundaries is
crucial for maintaining continuous IoV services. Moreover, the
real-time nature of oV demands immediate and reliable cross-
domain authentication. Delayed or ineffective authentication
can result in the inability to prevent malicious activities,
such as unauthorized access. Most cross-domain authentica-
tion solutions are based on either Public Key Infrastructure
(PKI) with Certificate Authority (CA) [17], [18] or Identity-
Based Cryptography (IBC) [19], [20]. However, PKI imposes
substantial overhead due to the cumbersome management of
digital certificates, while IBC incurs significant computational
overhead primarily due to its reliance on bilinear pairings and
is criticized for key escrow issues [21]. In comparison, CLSC
is a superior choice as it eliminates the need for certificate
management and resolves key escrow problems.

Additionally, data shared during a journey in IoV such as
speed, direction and location, is inherently sensitive and criti-
cal to an individual’s privacy. Malicious attackers might track
these data and exploit it to harm the drivers [6]. Pseudonymiza-
tion is an effective method to address this issue by concealing
the real identities of data owners. However, blindly covering
up users’ identities can also make it difficult to trace mali-
cious users [15], [22]. Therefore, we introduce pseudonym-
based conditional anonymity in the proposed scheme. Only
authorized entities can grant users pseudonyms based on their
real identities, which means that the real identities of users
can still be revealed by the authorities when necessary.

In response to the above issues, we propose a personalized
multi-receiver CLSC scheme with cross-domain authentication
for IoV. In our scheme, vehicles can share customized mes-
sages with specific receivers in a one-to-many mode. Each re-
ceiver can only decrypt the message meant for them, achieving
privacy-preserving personalized multi-receiver data sharing.
Additionally, we assign a unique tag to each GD to facilitate
lightweight cross-domain authentication for dynamic vehicles.
To protect the identity privacy of vehicles, we incorporate a
conditional privacy method, balancing privacy with the ability
to trace malicious activities.

B. Contributions

The contributions of this paper are summarized as follows.

« We propose a lightweight multi-receiver CLSC algorithm
that supports privacy-preserving personalized data sharing
for ToV. In addition, we present aggregated unsigncryp-
tion to further enhance scheme performance.

« We address the dynamic nature of vehicles by enabling
efficient cross-domain authentication.

« We introduce a pseudonym generation scheme to achieve
conditional anonymity for vehicles.

« We conduct a thorough security analysis and perfor-
mance assessment, validating the robust security and
high efficiency of the proposed scheme. Furthermore, we
empirically validate the practical viability of the proposed
scheme using a simulated ITS scenario.

C. Organization

The rest of this paper is organized as follows. Section II
introduces the related work. Section III presents problem state-
ment, including security assumption, system model, security
model, and design goals. Section IV details the construction
of our proposed scheme. In Section V, we provide a formal
proof of the security properties achieved by our scheme. In
Section VI, performance evaluation of our proposed scheme
is discussed. Finally, Section VII concludes the paper.

II. RELATED WORK

In this section, we review the related works concerning
multi-receiver data sharing and cross-domain authentication,
respectively.

A. Multi-receiver Data Sharing

To secure multi-receiver data sharing, the existing schemes
often rely on CA or IBC. CA is widely utilized for au-
thentication in multi-receiver data sharing scenarios [23]-
[25]. For example, Yang et al. [25] proposed a signcryption
scheme based on CA to secure wireless communication in
the VANET. With the online/offline signcryption mechanism
that they adopted, the computational efficiency in their scheme
is greatly improved. However, their scheme cannot handle
the additional cost for digital certificate management. IBC
is another common approach in many multi-receiver data
sharing schemes [15], [26]. For instance, Wang et al. [15]
designed a multi-receiver scheme for IoMT using signcryption,
enabling secure data sharing between patients and doctors.
In their work, keys are generated based on users’ attributes
using bilinear pairing, leading to significant computational
overheads. In addition, a centralized key generation infras-
tructure generates keys for all participants, making the system
vulnerable to internal attacks. As an innovative technique,
Certificateless Public Key Cryptography (CL-PKC) avoids the
drawbacks of both CA and IBC, making it a prevalent choice
in recent research [16], [27]-[29]. For example, Xu et al. [29]
proposed a multi-receiver CLSC scheme to safeguard general
data transmission. In their design, the system allows users to
send multi-receiver messages without worrying the additional
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TABLE I
FUNCTIONALITY COMPARISON

Functionality [11] [16] [18] [25] [291 [30] [31]1 [32] [33] [34] Ours
Data Confidentiality v v X v v b 4 v v v X v
Cross-domain Authentication X X v b 4 b 4 v X v X v 4
Personalized Multi-receiver Data Sharing X v X x x X % % X X v
Conditional Anonymity X X X v b 4 b 4 v v X v v
Key Escrow Resistance 4 4 X x v x X b 4 4 X 4
Batch Verification X X X v b 4 v v X X X v

cost from managing certificates. Similarly, Zhou et al. [16]
proposed another multi-receiver CLSC scheme that, according
to formal analysis and experiment results, outperforms many
other schemes in both security and efficiency.

It is obvious that the traditional techniques based on CA and
IBC can be prohibitively expensive and impose heavy burdens
on resource-constrained vehicles. Given the advantages of CL-
PKC, CLSC is a much better option for multi-receiver data
sharing in IoV. However, existing CLSC-based schemes can
be further optimized by removing pairing operations [16].
Moreover, current privacy-perserving schemes only achieve
partial anonymity, where either the sender or the receiver
is anonymous [16]. This limitation could be addressed by
ensuring mutual anonymity in data sharing.

B. Cross-domain Authentication

To enhance the overall security of IoV systems, cross-
domain authentication is essential. In recent years, numerous
cross-domain authentication methods have been proposed [18],
[35]-[37]. Among them, blockchain technology is frequently
employed. For instance, Wang et al. [35] designed a cross-
domain authentication scheme using blockchain to allow all
base stations to jointly manage public keys and registra-
tion parameters, which effectively reduces the communication
overhead between users and base stations. Similarly, Wang et
al. [36] proposed another cross-domain authentication scheme
based on primary—secondary blockchain where the primary
chain and the secondary chain are respectively responsible
for the transmission of trust between domains. Through the
cooperation of the two chains, cross-domain authentication
is realized. Chen et al. [30] also leveraged blockchain in
their scheme. However, these schemes [30], [35] rely on
bilinear mapping, leading to high computational overhead
unsuitable for IoV devices. To address this, Zhang et al. [18]
proposed an ECC-based cross-domain authentication scheme
without bilinear pairing, reducing computational overhead but
introducing additional costs due to its complicated blockchain
CA mechanism. To alleviate certificate management burdens,
CL-PKC has gained significant attention [36], [38]-[40]. Feng
et al. [38] deployed a consortium blockchain for cross-domain
authentication in the Internet of Industrial Things (IloT). In
this scheme, signatures are generated using CL-PKC and ver-
ified through on-chain smart contracts, ensuring both security
and efficiency. Similarly, Miao et al. [39] utilized a consortium
blockchain for cross-domain authentication in vehicle-to-grid
networks.

While blockchain is highly regarded for cross-domain au-
thentication, it can limit system scalability due to rapidly grow-
ing storage requirements and longer consensus latency. There-
fore, only essential data should be stored on-chain to mitigate
these issues. Additionally, few works attempted to incorporate
CLSC into cross-domain authentication [22]. In summary, the
challenge of securing massive and frequent multi-receiver data
sharing while enabling flexible and lightweight cross-domain
authentication in IoV remains significant and unresolved. To
address these gaps, we propose a secure and efficient person-
alized multi-receiver data sharing scheme with cross-domain
authentication for IoV, based on CLSC. Our scheme introduces
aggregated unsigncryption to enhance system performance and
incorporates conditional privacy protection for users’ identity
information.

C. Functionality Analysis

We conduct a functionality comparison among the proposed
scheme and several related schemes, examining six significant
aspects. The comparison results are illustrated in Table I.
The objective of the proposed scheme is to achieve these
features simultaneously while accommodating the real-time
and resource-constrained nature of IoV.

III. PROBLEM STATEMENT

In this section, we present the security assumptions, system
model, security model, and design goals of our proposed
scheme. The notations are presented in Table II.

TABLE 11
SYMBOL REPRESENTATION

Symbol Definition

A A security parameter
params System public parameters

q A large prime number

s Master secret key

Fq A finite field with order g

E An elliptic curve

G An additive cyclic group

H, — Hs One-way hash functions
IDs/ID, Identity of sender/receiver
ID; Identity of a user
RID;/PID; Real/pseudo identity of a user
PK;/sk; Complete public/secret key of a user
Al AL Type I/II adversaries

Period; The validity period of PID;
m; Plaintext sent for I D;

T; The current timestamp
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Fig. 1. System model

A. Security Assumptions

The security of the proposed scheme is based on the

following two security assumptions.

e Discrete Logarithm (DL) Assumption: The DL problem
is that given P,bP € G where P, bP are two points on
an elliptic curve and G is a cyclic group, an algorithm
needs to calculate the unknown number b. And the DL
assumption is that there exists no algorithm that can solve
such problems in Probabilistic Polynomial Time (P.P.T)
with a non-negligible advantage.

o Computational Diffie Hellman (CDH) Assumption: The
CDH problem is that given P, aP,bP € G, an algorithm
needs to compute abP. And the CDH assumption is that
no algorithm can solve this problem within P.P.T with a
non-negligible advantage.

B. System Model

As illustrated in Fig 1, the proposed IoV system com-
prises four types of entities: Key Generation Center (KGC),
Trusted Authority (7'A), blockchain network, and vehicles.
The first three components collectively form the administration
layer which maintains reliable operation of the IoV system
via parameter generation, vehicle management, and behavior
auditing. The heterogeneous vehicles constitute the vehicles
layer, facilitating secure and efficient traffic status based on
ubiquitous data sharing.

e KGC: KGC acts as the system administrator. It initial-
izes the system and is responsible for generating partial
public keys, partial private keys, and pseudonymous iden-
tities for vehicles. Additionally, the K GC' can trace the
real identities of malicious entities.

o TA: T As are represented by governments within GDs.
Each of them generates a unique tag for its GD. Upon
vehicle registration, the T'A loads the tag into the vehi-
cles” On-Board Units (OBUs) and uploads the vehicles’
identities onto blockchain.

Multi-receiver data
sharing (cross-domain)

Administration
C—
layer

n

KGC:
Share Tagn &=

L_Vehicles
layer

—

Multi-receiver data Vehicles’ public information
sharing (in-domain) Public system parameters

« Blockchain Network: A public blockchain, where each
T A functions as a full node, serves as a data access
platform within the IoV system. T'As from different
GDs upload public parameters, vehicle pseudonyms, and
corresponding public keys onto this platform. The in-
corporation of blockchain is due to its advantages of
decentralization, transparency, and immutability, which
collectively enhance the reliability of the system.

o Vehicles: Each vehicle is equipped with an OBU and
various sensors. An OBU is a tamper-resistant trusted
execution environment (TEE), typically implemented on
trusted hardware platforms, e.g., ARM TrustZone [41]. It
can ensure the confidentiality and integrity of stored infor-
mation. Vehicles exchange traffic data wirelessly through
Dedicated Short-Range Communications (DSRC) or C-
V2X technology.

C. Security Model

Generally, in a CLSC scheme, there are two types of adver-
saries [16], [33]: Type-I adversaries, who are external attackers
capable of replacing a user’s public key with another known
to them, and Type-II adversaries, who are internal attackers
with knowledge of the master secret key. Let A% represent
Type-I adversaries and A% represent Type-II adversaries. With
these two types of adversaries, a CLSC scheme must ensure
two security properties: confidentiality and unforgeability. Let
Al and A} target confidentiality, while A? and A2 target
unforgeability.

« Confidentiality: To verify whether a CLSC scheme can
maintain the confidentiality of users’ messages, specific
interactive games are designed and executed. In a typical
game, A} and A} send oracle queries to a challenger C
and use the responses to deduce the scheme’s function-
ality. After a series of queries, they receive a ciphertext
and two plaintexts. Their task is to guess which plain-
text corresponds to the ciphertext. If they cannot solve
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this with a non-negligible advantage, the CLSC scheme
is considered indistinguishable under adaptively chosen
ciphertext attacks (IND-CLSC-CCA2).

« Unforgeability: Similarly, to verify the unforgeability of
the scheme, A7 and A3 engage in another interactive
game with challenger C by making oracle queries. If
they cannot forge a ciphertext that can be accepted by
a receiver with a non-negligible advantage, the CLSC
scheme is considered to have existential unforgeability
under adaptive chosen message attacks (EUF-CLSC-
CMA).

D. Design Goals

Based on the system model and security model outlined
above, our scheme aims to achieve the following objectives:

o Flexibility: Data sharing scenarios in IoV can be highly
complicated. Therefore, a scheme that supports not only
one-to-one and many-to-one transmission but also per-
sonalized multi-receiver data sharing is essential.

« Confidentiality: Traffic data is inherently sensitive and
private. Thus, messages must be encrypted before trans-
mission, ensuring that only the intended recipients can
decrypt the ciphertexts.

o Unforgeability: Preventing the forgery of ciphertexts
with false road information is crucial not only for in-
dividual driver safety but also for the overall efficiency
of the traffic system.

+« Low Computational Cost: IoV devices typically have
limited resources. It is necessary to design protocols that
minimize computational overhead.

« Conditional Anonymity: Using pseudonyms to mask
users’ true identities effectively protects their privacy.
However, system administrators must have the ability to
trace the real identity of any malicious entity.

e Cross-Domain Authentication: Cross-domain adver-
saries can severely disrupt traffic. Hence, establishing a
lightweight cross-domain authentication scheme is imper-
ative for ensuring continuous and reliable IoV services.

IV. SCHEME DESIGN

In this section, we describe the detailed construction of
the proposed scheme, which is composed of six phases. The
processes are outlined in Fig 2 and Fig 3.

A. Setup

This phase aims to initialize the system.

1) KGC first generates an elliptic curve E on the finite field
F, whose order is ¢ and generator is P.

2) TA randomly chooses a secret Tag € Z; for its GD.
Note that T'ag will be stored confidentially in a tamper-
resistant OBU installed on each vehicle registered in
this GD and it will not be accessible to the owner of
the vehicle and cannot be extracted. K GC' receives this
Tag from T A through an offline channel. Then KGC
computes TAG = Tag - P and publicizes the result in
the system by uploading it to the blockchain.

3) KGC randomly selects the master secret key s € Z; and
computes P,,;, = s - P as the public key.

4) KGC' continues to define a cyclic group G on E and
defines five one-way hash functions as follows:
e Hy:{0,1}" x G x G — {0,1}
o« Hy: {0,1}" xGxGxG— Z;
e Hy:{0,1} xGx G — {0,1}F
e Hy:{0,1}* x G x G — {0,1}"
« Hy:{0,1}' x Gx G x {0,1}" x G x {0,1}* — Z;
In these hash functions, [ denotes the length of an identity
and k denotes the length of a message.

5) Finally, KGC uploads the system parameter params =
(G,q, P, Py, H1, Hy, Hs, Hy, H5) to the blockchain.

B. Fartial Key Generation

This algorithm is executed by the KX GC when a user (or
vehicle) with 1D, requests for partial keys and a pseudonym.
1) First, the user I D4 whose real identity is RI D4 chooses
a secret key x; € Z; randomly and calculates the first
partial public key Xy = x4 - P. The user then sends
{RID;, X} to KGC.

2) With the data received, KGC computes h; =
H, (Periods, Pyup, s - Xs) where Period, is a binary
string representing the validity period of the generated
pseudonym. K GC' then generates a pseudonym via com-
puting PID, = RID, & hl.

3) Next, KGC randomly selects the number a; € Zj
and computes the partial public key for /D, through
calculating A; = ag - P.

4) To generate a partial secret key, KGC' first computes
h? = Hy(PIDs, Xs, As, Pyup). Subsequently, KGC
computes the partial secret key ys = as + h? - s.

5) Finally, KGC sends {PIDy, Periods, As,ys,To} to
ID; through a secure channel (or in the offline mode),
where Tj is a timestamp. Also, the co-relation be-
tween I D,’s pseudonym PIDg and complete public key
PK, = {X;, As} will be uploaded to the blockchain at
the same time.

Notably, only the KGC, possessing the master secret
key s, can compute h! and generate valid pseudonyms.
Consequently, KGC is able to determine the real identity
RID; by efficiently calculating RID; = PID, & hl. This
mechanism illustrates how our proposed scheme achieves
conditional anonymity for privacy-sensitive vehicles. Also,
this pseudonym is only for covering up the real identity of
a user. It cannot protect one’s location privacy. For those
interested in location privacy techniques, this survey serves
as a valuable resource [42]. In addition, KGC's can design a
vehicle revocation scheme by creating a revocation list on the
blockchain to record the expired public keys [43].

C. Complete Key Generation

This algorithm is executed by users after they receive partial
keys from the KGC.

1) First, 1D, checks the freshness of 1. If it is out-dated,
the user needs to send requests to K GC' again.
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2) If Ty is valid, I D, computes:
o hl' = Hy (Periods, Pyup, Pyup - )
e PID, = RID, & hY
After that, 1D, verifies if PID, = PI D;. If it does,
PID; is valid, otherwise ID, needs to send requests
again.

3) Then, ID, computes h2 = Hy(PID,, Xy, As, Ppup)
and checks if y- P = Ag +h§/ - Ppyy. If it does not, 1Dy
sends requests again. Otherwise, I D, accepts PID; as
its pseudo identity, A as its partial public key, and ¥, as
its partial secret key.

4) After the above steps, { X, A5} is set as ID;’s complete
public key and {xs,ys} is the complete private key.

Note that if the request is sent again, K GC will generate

both new pseudonym and partial keys for /D and upload the
pseudonym and public key to blockchain again.

1
i
1
> 1.Initilize the system d
1
1
1

KGC

2.Generate a partial
secret key and a
partial public key

oo

3.Send request for a pseudonym and the
other partial keys

4.Generate a pseudonym and the other/.""
partial keys g

-
0 ! 5.Verify the
0 If verification fails, ‘.Q pseudonym and
H goto3 partial keys
i 1
1
1
1
1
1
1
1
1

6. Generate the
complete public and
private keys

1

1

Fig. 2. Workflow of Setup, Partial Key Generation, and Complete Key
Generation

To sum up, in real-world IoV scenarios, the complete
process of the keys generation in our proposed scheme is
as follows. First, when a person buys a vehicle, he/she must
register to the local TA which can be a vehicle management
office. The workers there will load the T'ag corresponding to
the GD into the OBU of the vehicle offline. Then the user
generates partial public and secret keys and registers to the
local KGC. In return, the KGC' generates the other partial
keys and a pseudonym for the user. In addition, the KGC
publicizes the correlation between the pseudonym and the
public keys after generating them. When the user receives
the K GC"s response, he/she will verify the validity of the
pseudonym and the other partial keys. If the verification fails,
the user will register to the K GC' again. Otherwise, the user
can use the keys and T'ag to signcrypt data and perform cross-
domain authentication from then on.

D. Personalized Multi-receiver Signcryption

This algorithm is executed by a data sender /D, when
he/she has n customized messages intended for n specific

receivers.
1) ID; randomly selects u € Z; and computes U = u - P.
2) For each i € [1,n|, ID, performs the following calcula-
tions one by one:
o h? = Hy (PID;, X;, Ai, Ppup)
« W; :u~(Xi+Ai—|—h%-Ppub)
e B, = H3(PID;,UW;)
e C; = B1 D my;
Note that each PID; and PK; = {X;, A;} are found on
the blockchain.
3) Afterwards, ID; creates the shared ciphertext C =
{H4 (Bl,TAG7 W1) H Cly..., H4 (B,H TAG7 Wn) || Cn} .
4) Subsequntly, I D, computes:
e h¥ = Hy (PIDs, X;,As,C,TAG,T)
e o=u+Tag+h® (zs+ys)
Note that Tag is the unique tag of the GD that ID;
belongs to, which is used for identity authentication.
5) Finally, the data package {PIDg,o0,C,TAG,U,T},
where T is a timestamp, is sent to every receiver.

E. Personalized Multi-receiver Unsigncryption

This algorithm is performed by a receiver I D; who receives
{PID,,0,C,TAG,U,T}. It first obtains the public keys
PK, = {X;, As} corresponding to PID; from blockchain.
Then ID; verifies signature and conducts cross-domain au-
thentication. If the message passes the verification, ID; un-
signcrypts the message.

1) ID; first examines the freshness of T'. If it is out-dated,

ID; terminates this process.
2) Next, ID; conducts the following calculations:
e B;=H;(PID;,UW,)
e h*' = Hs (PID,, X,,A,,C, TAG,T)
o h? = Hy (PID, X, Ay, Pyup)

3) Then, ID; verifies the signature and conducts cross-
domain authentication by checking if - P = U4+TAG +
B - (Xs 4 Ag + B2 - P,u). If the equation does not
hold, the sender either fails in providing a valid signature
or using the right T'ag. Specifically, an unauthorized
vehicle will not obtain a valid T'ag to generate a signature
that can successfully pass verification, thereby ensuring
cross-domain authentication. Therefore, I.D; refuses the
ciphertext. Otherwise, the receiver continues.

4) ID; computes Hy(B;, TAG,W;) and

Hy (B;,TAG,W;) || ¢; in C to get ¢;.

5) In the end, ID; gets the plaintext m; = B; & c¢;.

The correctness proof of signature verification is demon-
strated below.

oc-P=(u+Tag+h®- (zs+vys)) P
=U+TAG+h* - (zs+as+h2-s)-P (1)
=U +TAG+h* - (Xs+ As + h2 - Pyup)

The first line of the equation shows how o - P is calculated
using ID;’s secret key. The third line shows how o - P can
be calculated using ID;’s public key. If this equations holds,
ID, can be sure that this message is indeed from I Dy because
the public key matches the secret key.

then finds
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IDg One of the receivers ID;

T
1
1.Fori € [1,n], encrypt message m; i
to¢; 1
2.Generate the ciphertext C that ]
includes every c; '
3.Generate a signature i
4.Generate a data package that !
includes C and the signature !

1

1

1

5.Send the data package to every
receiver ID;, i € [1,n]

6.Compute the
cryptographic materials
for unsigncryption

If the verification fails, refuse

thejmessaseandlabory N 7 Verify the signature

1
8.Find ¢; inC
9.Decrypt c; to get the
plaintext m;

1

1

Fig. 3. Workflow of Multi-receiver Signcryption and Multi-receiver Unsign-
cryption

F. Extension of Aggregated Unsigncryption

In large cities, especially during rush hours, numerous vehi-
cles might communicate simultaneously, leading to a vehicle
receiving multiple messages from different senders within a
time slot [20]. Verifying each signature individually under
such conditions is highly time-consuming, causing messages
to lose their value. Therefore, our proposed scheme allows for
batch verification of aggregated signatures, significantly saving
vehicles’ message processing time.

We assume this algorithm is performed by the receiver 1D,
and he/she received n messages at the same time.

1) For each C' from PID;,i € [l,n], after checking
the freshness of the message and obtaining the public
keys from the blockchain, I D, performs the following
calculations:

° W£:U1($r+yr)

e B! = H3(PID,,U;, W})

Then ID; calculates Hy(B:,TAG;, W) and finds
Hy(BL, TAG;,W}) || ¢! in C? to get ¢! and computes:
o hi' = H5(PID;, X;, A;, C!, TAG;, T;)

o h¥ = Hy (PID;, X, Ay, Pyuy)

2) Subsequently, ID; verifies the aggregated

signature by checking if (37 ,0f) - P =
Sy (TAG: + U + b - (X + Ai + 12 - Pour) ).
If this equation does not hold, ID; can locate the
problematic position using the binary search method.
Otherwise, the receiver continues.

3) ID; computes m’. = B @ c!. and accepts m’,i € [1,n].

The correctness of aggregated signature verification is

7
shown below.
(ELND P
= {Z?zl (Tagi Fug+ BT (2 + yz))} P
=i, Tagi) - P+ (3 uwi) - P )

v

+ (Z?Zlhl (v; +a; + h?, . 5)) .P
=5, (TAGi S U+ R (X + A+ B2 Ppub))

Algorithm 1: Aggregated Unsigncryption
Input: PIDi,Ui,Ci,Ui,TAGi,Ti,i €[1,n]
Output: m!,i € [1,n]

1 for each i € [1,n] do

Examine 7}
3 Compute W}, B and Hy (B, TAG;,W}) to get
c, from C*
4 | Compute h* and h?
5 end

6 if (Y7 ,00) P =
S (TAG +Uy) + S0 b - (Xi + Ai + b - Poup)
then

7 for each i € [1,n] do
8 ‘ mé + Bl @ cl
9 end

10 else

11 \ refuse the message

12 end

Clearly, this method can greatly improve the performance.
If a receiver intends to verify n signatures one by one, they
need to perform the operation of point multiplication n times
in calculating o - P. With this technique, the time-consuming
point multiplication operation only needs performing once
because the aforementioned operations are replaced by cal-
culating (3" ,0%) - P. Although this technique adds an extra
3 - n point addition operations because many parameters need
to be summed up during this verification process, it is still a
worthwhile trade-off since point multiplication is much more
complicated than point addition.

V. SECURITY ANALYSIS

In this section, we prove that the proposed scheme satisfies
the security requirements through the widely-used random
oracle model and also perform an informal discussion.

We follow the standard two-notion framework for certifi-
cateless signcryption: IND-CLSC-CCA?2 confidentiality and
EUF-CLSC-CMA unforgeability against Type-I (outsider) and
Type-II (insider) adversaries. In the proof of confidentiality,
the signcryption algorithm encrypts the messages without
signing them, and the unsigncryption algorithm only decrypts
the ciphertext. Additionally, some signature information is
omitted from the exchanged messages. Similarly, in the proof
of unforgeability, the signcryption algorithm only generates
signatures for the messages, ignoring the encryption process,
and the unsigncryption algorithm only verifies the validity of
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the signatures. Consequently, plaintext is exchanged directly
instead of ciphertext. To further simplify, pseudo identity is
not considered in this section.

A. Confidentiality

Theorem 1 and Theorem 2 formally establish our scheme’s
confidentiality against Type-I adversaries A1 and Type-II
adversaries A3, respectively.

Theorem I: If there exists an adversary A} who can break
the confidentiality of our CLSC scheme with a non-negligible
advantage 5% in PPT, there exists a challenger C that is
capable of solving a CDH problerln instance in PP.T with a

non-negligible advantage a0 +515 o) where Q) is the
number of private key extraction queries, ()5 is the number
of signcryption queries, ), is the number of unsigncryption
queries, n is the number of identities in the challenge identity
set and e is the base of natural logarithm.

Proof: Given a CDH problem instance (aP, P, P) where
o, B € Z;, the challenger C intends to solve it by figuring out
afP. To achieve this goal, C creates a simulation environment
running our proposed scheme and interacts with the adversary
Al as described below.

1) Setup: The challenger C performs the Setup algo-
rithm to produce system public parameters params =
(G,q, P, Pyuy, H1, Ho, H3, Hy, H5) where P,,;, = SP. Then
C sends params to .A%. In addition, C initializes two lists Lg
and Ly to record the queries that the adversary submits. In
the former list, public data of users are recorded, while in the
latter one, complete data are recorded.

2) Queries Stage: A%} can ask the following queries.

i) Public Key Extraction Query : First, A} sends this query
with an identity ID; to C. Next, C checks if the tuple
(ID;, X;, A;, x;, yi,m;) exists in L. If it does, C returns
PK; = (X, A;) to A}. Otherwise, C randomly chooses
u; € Zy and n; € {0, 1}. Depending on the value of 7;,
C performs following operations.

o If n; = 0, C randomly selects z;,a;,hi € Z; to
compute X; = 2;P,A; = a; P If (%, X;, A;, %, %, %)
already exists in Ly, C randomly chooses z; and a;
again. C continues to compute y; = a; + h? - 3. It
then adds relevant tuples (ID;, X;, A;, x;,y;,7;) into
Ly and (ID“ X, A;, h?, Ppub) into LQ

o If 7, = 1, meaning this user has been compromised,
C chooses ay,a2 € Z; randomly and computes
Xl' = O[lp, Az = QQP. If (*,Xi,Ai7*7*,*) already
exists in L7, C chooses two random numbers again. Fi-
nally, C adds relevant tuples (ID;, X;, A;, *,*,m;) and
(ID;, X;, A;, ho, Ppyp) into Ly and Lg respectively.

Finally, C sends (X;, A;) to Al

ii) Hy Query: When Al sends this query to C with
(ID;,X;,A;, Pyup) as input, C first checks if
(IDl-,Xi,Al-, hf) exists in L. If it does, C returns h?
directly to A}. Otherwise, C performs the Public Key
Extraction Query with ID; as input and returns h? to
Al afterwards.

iii) Private Key Extraction Query: When A1 sends this query
to C with an identity D, as input, C searches for the

targeted tuple (ID;, X;,y;,n;) in Ly first. If it does not

exist, C performs the Public Key Extraction Query with

ID; as input. Next, C checks the value of n;. If n; = 1,

C aborts. Otherwise, C returns (z;,y;) to Aj.

iv) Public Key Replacement Query: Using this query, A} can
replace ID;’s public key PK; with another public key
PK! = (X, A}).

v) Signcryption Query: When C receives this query from
Al with the input tuple (I Dg, IDg, M), where IDg =
(IDy,IDg,...,ID,) and M = (my,ma,...,my,), C
traverses Ly for ID; (i € [1,n]) to obtain their data
tuples (ID;, X;, A;, x;,yi, ;). Then, depending on the
value of 7;, C chooses to take the following actions:

o If n; =1, C aborts.

o Otherwise, C performs the Multi-receiver Signcryption
with users’ data in Ly and Lg to generate a mes-
sage (IDg,0,C,.,TAG,U,T), where C, is the one-
to-many ciphertext and 7" is a timestamp. Next, C send
the message to A1

vi) Unsigncryption Query: Al sends this query to C with
a message (IDg,0,C,TAG,U,T), IDg,ID; as input.
When C receives this query, it first searches Ly for the
information tuple (ID;, X;, A;, ;,v;,m;) and checks n;
to take different actions.

o If n; =1, C aborts.

o Otherwise, C runs Multi-receiver Unsigncryption algo-
rithm to decrypt the message and sends the plaintext
m; to A%

3) Challenge: After A} asks above queries for poly-
nomial time, it sets IDg as the sender and IDp =
(IDy,IDs,...,ID,) as the receivers set. Then it generates
two challenge messages sets i.e. Mo = (m$, m3,...,m{) and
My = (mi,mi,...,m}). In both My and My, Vi € [1,n],
|mj| = |mi|. Next, C performs Public Key Extraction Query
for every ID; in the receivers set, generating their information
tuples (ID;, X;, A, x;,yi,n;). After that, depending on the
generated data, the following operations will be performed.

o If Vi € [1,n],n; =0, C aborts.

o Otherwise, 35 € [l,n],n; = 1. C first sets

U = aP. Next, Vi € [1,n], ¢ # j, C computes

W; = U (x; + y;). Then C chooses W; € G. After that,

for Vi € [1,n], C computes B; = H3 (ID;,U,W;) and

¢ = B; © mﬁl, where d «+ {0,1}. Subsequently,

C generates a one-to-many ciphertext Cr =
{H4 (Bl,T'AG7 Wl) H Cly..., H4 (Bn7 71A6;17 Wn) || Cn}.
Finally, C sends  this challenge  message

{IDg,Cr,TAG,U,T} to A%

4) Guess: A} needs to guess d € {0,1} after it
receives C’s message. If d = d, C outputs afP =
}le (WJ — (CLl + ag) U), in which U = «aP, Wj =
« (Xj + Aj + hgﬂp) and hy = Hy (IDj, X]‘,Aj, Ppub)’ as
the solution of the given CDH problem instance.

5) Probability Analysis: The probability of finding the in-
dex j, with which n; = 1,is Prn; = 1] = m =
§ = Pr[F1]. The probability of guessing out the true challenge
message set is Pr[G] = %. The probability of not aborting

in query phase is Pr[NAQ] = (1 — 5)(QS+Q“+QS’“). Thus,
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5(1— 5)(QS+QM+QM)

PriGANAQAFI] =
Assuming that Q,, Qs and Q. are large enough,
Pr[NAQ)] approaches e~1. So, Pr[G A NAQ A FI] can be
denoted as 2(0- +Qu e Therefore, if A} can break the
confidentiality of our proposed CLSC scheme with a non-
negligible advantage ¢}, it can solve a CDH problem instance
eq(Qs+Qil+st +n)*

Theorem 2: If there exists an adversary A} who can break
the confidentiality of our CLSC scheme with a non-negligible
advantage £3 in P.P.T, there exists a challenger C that is capable
of solving a CDH problem ilnstance in PPT with a non-
negligible advantage _5— +52 Ewopun B

Proof: The goal of the challenger C is to solve a CDH
problem instance described below. That is, with the input chal-
lenge tuple (aP, BP, P), where «, 8 € Z, C needs to find out
afP. In order to accomplish this task, C creates a simulated
environment in which our proposed scheme is performed and
interacts with A3. The interactive game between C and A3 is
as follows.

with a non-negligible advantage

1) Setup: The challenger C performs the Setup algo-
rithm to produce system public parameters params =
(G,q, P, Pyup, H1, Hy, H3, Hy, H5). Then C sends params
and the master secret key msk = s to A3, In addition, C
initializes a list Ly to record the queries that are submitted
by the adversary.

2) Queries Stage: The following two queries together with
the signcryption query and the secret key extraction query can
be asked by A}. The latter two queries are not introduced
below because they are the same as the ones in Theorem 1.

i) Public Key Extraction Query: When C receives this query
from A% with the input 1D, it first checks whether the
tuple (ID;, X;, Ai, i, y:,m;) exists in Ly. If it does, C
directly returns (X;, 4;) to A3. Otherwise, C chooses a
random value 7; < {0,1}. Next, C chooses to take the
following actions according to 7);.

o If 7 = 0, C randomly selects wz;,a; € Zj
to compute X; = x;P,A; = a;P and h2 =
H, (ID;, X;, A;, Ppup). C  continues to compute
yi = a; + h? - s. It then adds relevant tuples
(ID;, X;, A;, z;,yi,m;) into Ly and sends (X5, A;) to
AL

o If 7; = 1, also meaning this user has been compro-
mised, C randomly chooses z; = a; € Z; ensuring
that the tuple (x,*,x;,%,%) does not exist in L.
Then, C computes X; = oy P = x; P and A; = GP.
After that, C adds the tuple (X;, A;, x;, *,7;) into Ly .
Finally, C returns (X;, 4;) to Al.

ii) Unsigncryption Query: When the adversary A3 sends this
query along with its required input I D; and an encrypted
message (IDg,o0,C,.,TAG,U,T), C first traverses Ly
for the value of 7;. Accoding to 7;, C chooses from the
following options.

o If n; =1, C aborts.

o Otherwise, C uses multi-receiver unsigncryption algo-
rithm to decrypt the message and returns the plaintext
m; to Al

3) Challenge: After A} asks above queries for poly-
nomial time, it sets IDg as the sender and IDp =
(IDy,IDs,...,ID,) as the receivers set. Then it generates
two challenge messages sets i.e. My = (m$, m3, ..., m{) and
My = (mi,mi,...,m}). In both My and My, Vi € [1,n],
|mj| = |mi|. Next, C performs Public Key Extraction Query
for every ID; in the receivers set, generating their information
tuples (ID;, X;, A;, x;,yi,n;). After that, depending on the
generated data, the following operations will be performed.

o If Vi € [1,n],n; =0, C aborts.
e Otherwise, 35 € [l,n],m; = 1. C first sets
U = aP. Next, Vi € [l,n], i # j, C com-

putes W; = U(x; +y;). Then C chooses W, €
G. After that, for Vi € [1,n], C computes B; =
Hs (ID;,U,W;) and ¢; = B; & m{,, where d « {0, 1}.
Subsequently, C generates a one-to-many ciphertext
Cr = {H4 (B1, TAG,W1) |l c1,..., Hy (Bp, TAG,Wy) || cn}. Finally,
C sends this challenge message {I/Dg,Cr, TAG,U,T}
to Al
4) Guess: A} needs to guess d' € {0,1} after it
receives C’s message. If d = d, C outputs affP =
h%,(Wj — (a1 + sh})TAG), in which TAG = aP, W; =
(0% (X] + BP + hgppub) and hg = H2 (IDj7X]'7 Aj7 Ppub), as
the solution of the given CDH problem instance.
5) Probabilty Analysis: Similar to Theorem 1, if AL can
break the confidentiality of our proposed CLSC scheme with
a non-negligible advantage 3, it can solve a CDI;I problem

. . o . E-
instance with a non-negligible advantage (0. +Qu2 O
B. Unforgeability
The unforgeability of our scheme is proven in Theorem
3 and Theorem 4, demonstrating resistance against Type-I
adversaries A? and Type-II adversaries A2, respectively.
Theorem 3: If there exists an adversary A2 who can break
the unforgeability of our CLSC scheme with a non-negligible
advantage ¢2 in P.P.T, there exists a challenger C that is
capable of solving a DL problem instance in PP.T with a

non-negligible advantage (1 — i)e(Q —a. +Q 05
Proof: The challenger C aims to solve the hardness of the

DL assumption. That is, given 5P and P, C needs to figure
out the secret number 3 € Z ;. To tackle this task, C creates
a simulated environment of our scheme, in which it interacts
with the adversary A?. The interactive game between A% and
C is described below.

1) Setup: First, C sets P, = (BP. Then C
generates the system public parameters params =
{G,q, P, Py, H1, Ho, H3, Hy, H5 } which is sent to A? later.

Furthermore, C initializes two empty lists Ly and L to record
the adversary’s queries.

2) Query Stage: Some of the queries that A? can ask
are the same as the ones in Theorem 1, including public
key extraction, Hs, secret key extraction and public key
replacement queries. Thus, they will not be listed below like
the others.

i) Signcryption Query: A7 sends this query to C with IDg

and a message set M = (mq,ma,...,m,) as input.
When C receives it, C first searches for the information
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tuple (IDgs,Xg,As,zs,ys,ns) in Ly. Then, it takes

specific actions according to 7g.

o If ng =1, C aborts.

o Otherwise, C performs the multi-receiver signcryption
algorithm in our proposed scheme to generate a sig-
nature (T'AG, U, o) based on M. Next, C sends it to
A2

ii) Unsigncryption Query: When this query is sent to

C with the tuple (IDg,TAG,U,o) as the corre-

sponding input, C traverses Ly for the data tuple

(IDg,Xs,As,s,ys,ns). Then, it checks the value of

ns and takes specific actions accodingly as follows.

o If ng =1, C aborts.

o Otherwise, C performs multi-receiver unsigncryption
algorithm to verify the signature and returns the result
to A3

3) Forge: Given the challenge message set (IDg, M*), A?
forges a signature (T'AG,U,01), where TAG = Tag - P,
U=u-Pand o1 = h¥(a1 + az + h%) + Tag + u.

If this signature passes the verification and g = 1, C, based
on Forking Lemma, replays .A? by changing the output of Hj
Query which is a random oracle. In this way, .A? generates
another signature (T AG, U, o2) based on the same challenge
message set ([ Dg, M*), the same random numbers {u, T'ag}
and a different value iz% which is the output of Hy Query. In
this new signature, TAG = Tag - P, U = u - P and 05 =
RS (a1 + ag + BEQS) + Tag + u. With o1 and o, we have

alth(al—&—ag—&—Bi}%)—I—Tag—I—u 3)
o9 = h¥ (a1 + az + Bh%) + Tag+u
According to equations above, C outputs § = <222 as

the solution of the DL problem.

4) Probability Analysis: In previous discussion, we know
that Pr(n; =1] = m = ¢, where n is th.e size of
challenge set. The probability that C does not abort in query
stage is Pr [NAQ] = (1 —0)(QsTQu+Q:r) and the probability
that C does not abort in forge stage is obviously Pr [NAF| =
5. When @, Q, and Qg are large enough, Pr [NAQ| = %
The probability of A? succeeding in forging two signatures
that can pass the verification Pr [F] is no less than (1— é)Q%’
where Qp is the number of Hy Query and (1 — 1) is the
approximate probability of succeeding at least once through
randomly guessing what the signature can be for countless
times.

To sum up, if A? can break the unforgeability of our
proposed scheme with a non-negligible advantage €2, there
exists a challenger C who can solve a DL problem instance

in PPT with a non-negligible advantage no less than (1 —
1 e
<) QTG T Qn

Theorem 4: 1f there exists an adversary .43 who can break

the unforgeability of our CLSC scheme with a non-negligible
advantage €3 in PP.T, there exists a challenger C that is
capable of solving a DL problem instance in PP.T with a

non-negligible advantage (1 — %) PI(opEe) j_lQ T
Proof: The challenger C aims to solve the hardness of the
DL assumption. That is, given 5P and P, C needs to figure

10

out the secret number 3 € Z;;. To accomplish this task, C
creates a simulated environment of our scheme and interacts
with the adversary A2 in it. The interactive game between A3
and C is described below.

1) Setup: C performs the setup algorithm to generate the
master secret key msk and the system public parameters
params = (G, q, P, Pyuy, H1, Ha, Hs, Hy, Hs) in which Hj
is a random oracle. Then the data created are sent to .A3. Next,
C initializes two lists i.e. Lg and Ly to record queries that
A% sent.

2) Query Stage: In this stage, A2 sent public key extraction
query and secret key extraction query like Theorem 2. The
signcryption query and the unsigncryption query are identical
with the ones in Theorem 3. The remaining query is introduced
below.

i) Hs Query: A% issues a hash query with

(ID;, X;, A;,C;, TAG,U,T) as its corresponding input.
C first checks Lg for (ID;,X;, A;,Ci, TAG,U,h}).
If this tuple exists, C returns hg to A%. Otherwise, C
randomly selects hi € Z, that does not exist in Lq and
adds (ID;, X, A;,C;,TAG,U, ht) into L¢. Finally, hi
is returned to A3

3) Forge: Finally, A3 outputs a forged signature
(TAG,U,0y) with the challenge message set (IDg, M™*)
under the constraint that queries above have been asked
for sufficient times. In this signature, TAG = Tag - P,
U =wu-P and 07 = u—|—Tag+hS(a1—|—,B+s~h25),
where h® is the output of Hs Query. If this signature is
valid and ng = 1, according to Forking lemma, C replays
A2 by altering the output of Hs Query without changing
other parameters. In this way, .43 outputs another signature
(TAG,U,05), where TAG = Tag - P, U = u - P and
oo =Tag+ u+ ﬁs(al + B+ s+ h%). With 01 and o2, we
have

{olzhs(a1+ﬁ+s~h2s)+Tag+u @
o9 zﬁs(al +ﬁ+s~iz%)—|—Tag—|—u

According to the equations above, C outputs 5 = % —
a1 — s+ h% as the solution of the given DL problem instance.
4) Probability Analysis: Similar to Theorem 3, if A% can
break the unforgeability of our proposed scheme with a non-
negligible advantage 2, there exists a challenger C who can

solve a DL problem instance in PP.T with a non-negligible

2
advantage no less than (1—1) PI(oPa) _?Q a0 - Where Qy
> s u sk H

is the number of Hs Query.

C. Informal Security Analysis

o Conditional Anonymity: The real identity of vehicles
is anonymized by the KGC' during registration. Further-
more, if a malicious vehicle is detected, KGC' can easily
reveal its real identity using RID, = PID, @ h! for
appropriate punitive actions.

« Cross-Domain Authentication: We use a secret tag T'ag
to mark vehicles that have been legally registered in a spe-
cific GD. A fake or illegal vehicle will fail the signature
verification o- P = U+TAG+h* - (X4 As+h2 - Ppup)
by the receiver, thus enabling lightweight cross-domain
authentication.
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VI. PERFORMANCE EVALUATION

In this section, we evaluate the performance of our proposed
scheme through a comprehensive series of experiments. Fur-
thermore, the implementation codes of the personalized multi-
receiver CLSC we proposed have been open-sourced and can
be accessed at https://github.com/Cyning7357/Multi-receiver-
CLSC. Note that the selection of the blockchain network
is flexible; however, a permissioned blockchain framework
such as Hyperledger Fabric is recommended because it offers
private channels between participants, fine-grained access con-
trol that matches the administrative structure, and consensus
mechanisms designed for known participants. Furthermore,
with the help of Fast Fabric, an optimization strategy for
Hyperledger Fabric, the theoretical TPS capacities of this
chain exceed 20,000, making it even more competent. For
the sake of simplicity, we omit a detailed evaluation and the
implementation codes of the blockchain component.

A. Experimental Settings

1) Environmental Setup: To simulate the KGC, our ex-
periments are conducted on a laptop equipped with an
Intel Core i5-13450HX CPU @ 4.6 GHz, 32 GB RAM,
and Ubuntu 20.04 desktop 64-bit, installed on VMware
Workstation 17 Pro within a Windows 10 environment.
For simulating an OBU on a Vehicle, a Raspberry Pi
4 B model is utilized, running Ubuntu 22.04 with a
Cortex-A72 (ARM v8) 1.5-GHz CPU and 4 GB RAM.
The cryptographic algorithms are implemented using the
Charm-Crypto 0.50, pycryptodome and ECDSA crypto-
graphic library in Python. The results are the average
values obtained from 1000 repeated experiments.

2) Benchmark Schemes: We select four data sharing schemes
based on signcryption for comparison against our scheme
in terms of computation and communication costs.

o CP-CPPHSC [31]: This work proposed a one-to-
one data sharing scheme based on bilinear pairing to
secure heterogeneous vehicular communications. It is
chosen to demonstrate the performance of an ordinary
signcryption scheme with certificates.

e Zhang et al. [11]: This work designed another one-
to-one data sharing scheme based on CLSC without
bilinear pairing for securing data transmission in IoMT.

« MCLS [29]: This work proposed a multi-receiver
signcryption scheme based on bilinear pairing. It is
selected to demonstrate the performance of a typical
multicast data sharing scheme.

o RCB-BSC [23]: This work put forward a pairing-free
broadcast signcryption scheme. It sends single message
to multiple users. It is chosen to show the performance
of an efficient multicast data sharing scheme.

3) Parameter Settings: In the experiments, the secp256kl
elliptic curve for ECC-based schemes, pairing group
MNT224 for pairing-based schemes, and SHA-256 hash
function are adopted. The parameter sizes that are used
for calculating communication costs are listed as follows.
The sizes of points on the elliptic curve E such as TAG
and A; are set to 40 bytes, denoted as P in the subsequent

theoretical analysis. The sizes of timestamps 7', Periodg
and T are set to 4 bytes, denoted as T'. The sizes of
ID; and PID; are set to 4 bytes, denoted as I D. The
sizes of the output of hash function Hs and partial secret
keys such as x; are set to 20 bytes, denoted as s. For
simplicity, the size of a message for one user is also set
to 20 bytes, denoted as S,,. As for schemes based on
bilinear pairing, the size of an element in a cyclic group
is set to 65 bytes, denoted as G.

TABLE III
EXECUTION TIME OF CRYPTOGRAPHIC OPERATIONS

Operation | Runtime on KGC' (ms) | Runtime on Vehicles (ms)
TM,, 2481 15.270
TME, 3.181 16.814
TMER 0.0119 0.0605
TME 3.183 16.228
TMSEE 0.233 2472
TMs5* 0.000905 0.0440
TM, 0.000303 0.00817
TMhip 0333 2416
Mep 0.0113 0.0954

B. Numerical Evaluation

1) Computational Overhead: The computational overheads
are mainly measured by the execution time of different op-
erations in the schemes. The less execution time, the better
the scheme’s performance. For convenience, we define a few
notations for the cryptographic operations used in the schemes,
which are demonstrated as follows. T'Mp,,: the execution time
of a bilinear pairing operation; TM;;fn: the execution time
of a point multiplication operation related to bilinear pairing;
TMI%’ : the execution time of a point addition operation related
to bilinear pairing; T'M, é’g: the execution time of an exponenti-
ation operation in bilinear pairing; T'M 7" the execution time
of a point multiplication operation related to ECC; T'M7¢: the
execution time of a point addition operation related to ECC;
T My, the execution time of a general hash function; 7" Mj,,:
the execution time of a hash-to-point operation on an elliptic
curve; T'M,,: the execution time of a general exponentiation
operation of large integers. We test the execution time of these
operations, as listed in Table III.

The analysis of computational overhead is divided into two
sides, namely K GC Side and Vehicle Side, each of which
includes two processes. As shown in Table IV, PKG stands
for Partial Key Generation, where KGC generates partial
keys for a user. It might also include generation of pseudo
identities depending on the specific design of a scheme. SC
stands for SignCryption. In this operation, a sender signcrypts
n messages for n receivers and creates one or n data packages
with the messages and other necessary information. USC
stands for UnSignCryption. A user unsigncrypts one message
sent to them during this operation. For the benchmark [23]
that does not adopt CL-PKC, K G stands for Key Generation.
Obviously, KGC' generates complete key for a user in this
process.

« CP-CPPHSC [31]: In this work, the signcryption scheme

is based on bilinear pairing. The time for a KGC' to
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perform process PK G for each user is 2-TM£};1 ~ 6.362
ms. As for process SC' and USC, the time consumption
is n - TMEY +2.n .- TMP ~ 49.856 - n ms and
2 - TMy, + TMJ, ~ 47.354 ms respectively. Any of
these operations is terribly time-consuming. Apparently,
bilinear pairing is too complicated for both real-time
traffic and resources-limited IoV devices.

e Zhang et al. [11]: This paper puts forward another
one-to-one CLSC scheme. In their work, KGC' spends
Tszfnc ~ 0.233 ms on PK (. At the same time, users
spend 2-n - TMpe® + (1 +2-n) - TMy5e ~ 17.392 - n
ms and 3-T Mg +6-TMge ~ 14.964 ms on SC and
USC respectively.

¢ MCLS [29]: In this multicasting scheme, to signcrypt
and unsigncrypt a message, it takes a user n - T' My, +
n-TMep+(1+2-n)- TM;;?,L ~ 16.814 + 48.993 - n
ms and 2- TMPP, +T M,, ~ 48.898 ms respectively. As
for KGC, it only needs to spend TM;;{;Z ~ 3.181 ms to
generate partial key for each user.

o RCB-BSC [23]: In this scheme, it only takes 2- T M" ~
0.466 ms for KGC to generate a key and a certificate
for a user. In process SC, The total execution time for
SCis n-TMjge + (1 +3-n) - TMpee ~ 9.832-n +
2.472 ms. However, for USC, the time consumption is
T Mptp+ (n+2) - TMySe ~ 2.472-n+7.360 ms, which
is surprisingly related to the number of receivers.

e Ours: In our proposed scheme, it takes KGC 2 -
TMyew ~ 0.466 ms to finish PKG. As for process
SC and USC, the time needed is 2 - n - TM;gC +
(2-n+1) TM ~ 5032 -n + 2472 ms and

pm

4-TMgee +4 - TMgre ~ 10.064 ms respectively.

Based on the data in Table III, Fig. 4 shows the comparison
of all five schemes’ performance in signcryption on Vehicles
when the number of receivers increases and Fig. 5 shows the
comparison of computational overhead of unsigncryption. For
simplicity, we set the number of receivers of each message in
USC of [23] to 10.

In PKG or KG on KGC side, our scheme takes 2 -
TM;;;C ~ (0.466 ms per user, which takes twice as long
as the time in [11]. That is because we intend to achieve
conditional anonymity, which requires more operations for
KGC. However, this additional time is negligible, as it only
adds a mere 0.233 ms compared to their solution. Meanwhile,
it takes 6.362 ms in [31] and 3.181 ms in [29] to generate
partial keys for a user, which are 1365.23% and 682.62% of
ours, proving that our scheme is of high efficiency.

Regarding processes SC and USC on vehicle side,
clearly, our proposed scheme outperforms all other benchmark
schemes [11], [23], [29], [31] with evident advantage. For
example, to signcrypt a data package for 100 receivers, the
cost in our scheme is approximately 503.2 ms while the costs
are 4985.6 ms, 4916.1 ms, 1739.2 ms, and 985.7 ms in
[31], [29], [11], and [23], respectively. Apparently, even the
most efficient one [23] consumes close to twice the duration
compared to our scheme. Likewise, in unsigncrypting a data
package for 10 receivers, our time consumption is only 20.5%,
22.1%, 31,4%, and 67.2% of the consumption in [29], [31],

[11], and [23], respectively. These results clearly prove that
our scheme enjoys prominent efficiency. This phenomenon can
be attributed to the following contributing factors. First, our
scheme is based on ECC instead of bilinear pairing in [31]
and [29], which saves plenty of time. Second, we optimize our
scheme for multi-receiver scenarios so that repeated operations
can be avoided. Therefore, it outperforms [11] which is a
scheme for one-to-one data sharing. Last but not least, we
further optimize our scheme by replacing complex hash-to-
point operations with easier cryptographic operations in ECC.
As a result, our scheme demonstrates much better performance
than [23] although it is another scheme that is tailored for
multi-receiver data sharing based on ECC.
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2) Communication Overhead: In this section, we compare
the communication overhead of each scheme by analyzing the
sizes of the data packages transmitted by users when commu-
nicating with multiple receivers. The comparative results are
presented in Table V.

Based on the aforementioned parameter setting, we analyze
each scheme’s communication cost when they are used to send
n heterogeneous messages to n receivers.
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TABLE IV
COMPARISON OF COMPUTATIONAL OVERHEAD

Scheme KGC Side Vehicle Side
PKG KG SC usc
[31] 2. TME, . n-TME +2.n.-TME, 2 - T My, + TMY,
[11] TM;,C,‘L: - 2 'n'TMggc +7'n'TM;,,C,‘L: 3'TM;gc +6-TM££§
[29] TMSE, - n-TMyy+mn-TMep+ (1+2-n) - TMSE, 2. TME, + T M,
[23] - 2‘TM§Z$ n-TMﬁg;—i—(l—l—?)'n) ~TM§$$ TMhtp+(2+n)~TM;f.,f
Ours 2~TM§,C; - 2'n-TM§fLC+(1+2~n)oTM§f,§ 4~TM;§C+4'TM5fnc
TABLE V
COMPARISON OF COMMUNICATION COST
Scheme PKG KG SC
[31] 2-G + s bytes n-(2-G+ T+ Sm) bytes
[11] P + s bytes n-(P+ s+ Sm) bytes
[29] G bytes - G+ (2-n+2)-s+n-Sm bytes
[23] - P + s bytes (n+1)-P+2-s+n-Sm bytes
Ours 2-P+4+2-T+ 1D + s bytes - 2-P4+T+s+ID+2-n-Sy bytes

CP-CPPHSC [31]: In this paper, KGC generates both
pseudo identity and partial secret key to a user in process
PKG. Thus, the size of the data package is 2- G + s =
2x65+20 = 150 bytes. In process SC, the sender sends
two elements in cyclic groups and a timestamp together
with a message, leading to a size of 2-n-G+n-T+n-S,, =
(2 X 6544+ 20) -n =154 -n bytes.

Zhang et al. [11]: In this scheme, K GC' simply generates
a partial private key and a partial public key for a user.
The amount of data sent by KGC' in process PKG is
s+ P =20+ 40 = 60 bytes in total. In process SC, the
size of data package is (P + s+ Sy,) -n = (40 + 20 +
20) - n = 80 - n bytes.

MCLS [29]: In process PK G, KGC generates a partial
secret key, which is an element on a pairing group, for
the user, meaning that K GC only sends G = 65 bytes to
each user. In SC, to be fair and to exploit the functionality
of this scheme, we assume the data package a user sends
contains n messages. In this case, the total amount of a
data package willbe G+2-n-s+2-s+n-5, =
65+ 60 - n + 40 = 105 + 60 - n bytes.

RCB-BSC [23]: In this work, in process KG, KGC
generates a public key and a certificate for the user.
Therefore, the amount of data sent in total is P+s = 40+
20 = 60 bytes. As for process SC, we also assume that
each data package contains n messages. Therefore, the
size of the ciphertext is (n+1)-P+2-s4+n-S,, = 80+60-n
bytes.

Ours: In our proposed scheme, in process PKG, KGC
is supposed to send a pseudo identity along with a partial
public key and a partial secret key to a user which means
the communication costis ID + P +s+2-T =4+
(3 x 4) +40 + 20 = 72 bytes. In process SC, according
to Section IV, the sizeis 2- P+ ID+T+2-n-5,, =
2x404+2x44+20+4+2-20-n =108+ 40 - n bytes.

The results of comparison are shown in Fig 6 and Fig 7.

Results show that our scheme achieves a 52% cost reduction
in PKG/KG compared to [31], requiring only 72 bytes
versus their 150 bytes. Meanwhile, compared to [11], [23], our
communication overhead is slightly heavier with an additional
cost of 12 bytes and 7 bytes compared to [29]. This is mainly
due to the pseudo identity and two timestamps generated
by KGC' to achieve conditional anonymity and to protect
users from replay attacks. Thus, we believe our scheme offers
a superior trade-off between communication efficiency and
functionality.

In the scenario of SC, as illustrated in Fig 6, when there
are 10 receivers, the communication cost for schemes [31],
[11], [29], and [23] are 1540 bytes, 800 bytes, 705 bytes,
and 680 bytes, respectively, while our scheme incurs only 508
bytes. This demonstrates that our scheme is significantly more
efficient, with costs amounting to 32.99%, 63.5%, 72.06%, and
74.71% of the mentioned schemes. Apparently, our scheme
prevails in communication efficiency.

C. Energy Consumption

In this section, we compare the energy consumption of sign-
crypting and unsignerypting 100 messages using the bench-
mark schemes and our proposed scheme. Energy consumption
is determined by the runtime of a process and the maximum
power of a Raspberry Pi Model 4 B. According to the official
documentation of Raspberry Pi', the power of a Raspberry
Pi Model 4 B is 1.254 x 5.1V = 6.375W. Based on the
runtime and the power of the devices, we can get the energy
consumption during each phase, as presented in Table VI.

Compared to schemes [11], [23], [29], and [31], our scheme
reduces the energy consumption of USC by 32.74%, 68.63%,
79.42%, and 78.75% respectively. For SC, the reductions are

Uhttps://github.com/raspberrypi/documentation/tree/develop/documentation/
asciidoc/computers/raspberry-pi
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72.69%, 48.70%, 89.71%, and 89.86% respectively. These
results clearly demonstrate that our scheme is highly energy-
efficient and well-suited for IoV devices.

TABLE VI
COMPARISON OF ENERGY CONSUMPTION

Process sC Usc
Scheme
[31] 31.783 J | 30.188 J
[11] 11.807 J 9.540 J
[29] 31.340 J | 31.172 J
[23] 6.284 J 20.451 J
Ours 3.224 J 6.416 J

D. Practicality Verification

In this section, we verify the practicality of our proposed
scheme in real-world ITS by simulating a practical scenario
and comparing the execution latency of our solution with the
maximum allowable latency stipulated in the IEEE 802.11p
standard [44].

The simulated scenario assumes a highway fully covered
by a 300 Mbps 5G network, where a vehicle, as a sender,

exchanges traffic data with 15 surrounding vehicles within a
250 m range, with wireless signals propagating at 80% light
speed. According to IEEE 802.11p standard, the sender should
exchange necessary traffic information at least once every 100
ms. To prove the practicality in our proposed scheme, this
time gap should cover signcryption delay Dgc, propagation
delay Dp, transmission delay D7 and unsigncryption delay
Dysc. For Dge, according to the previous discussion, we
have Dgc = 5.032 x 15 + 2.2472 ~ 77.73 ms. For Dy, the
length of the multi-receiver message is 108 + 40 x 15 = 708
bytes. Accordingly, Dy = 5105%8: % 10% ~ 0.019 ms. For the
farthest receiver that is 250 m away from the sender, Dp =
T sTos X 10° &~ 0.001 ms. As for Dygc, it is always
10.06 ms as mentioned previously. To sum up, the total time
consumption D = Dgc + Dp + Dy + Dysc = 77.73 +
0.019+0.001 4+ 10.08 =~ 87.83 ms < 100 ms. Therefore, our
proposed scheme is proved to be practical in real-world ITS.

Note that these results, obtained on a Raspberry Pi 4B (4-
core Cortex-A72 1.5 GHz), may appear limited compared to
modern automotive processors like Tesla’s 12-core FSD 3.0
(2.2 GHz). Thus, our proposed scheme can perform even better
with more receivers in real-world ITS undoubtedly.

VII. CONCLUSION

In this paper, we propose a secure and efficient person-
alized multi-receiver data sharing scheme with cross-domain
authentication for IoV. Our scheme leverages a novel CLSC
algorithm, addressing key escrow issues and eliminating the
need for CA management, thus enhancing its practicality and
cost-effectiveness for real-world IoV scenarios. The absence of
bilinear pairings ensures resource efficiency and low latency,
critical for real-time IoV applications. Moreover, we design
a pseudonym generation mechanism to achieve conditional
traceability for vehicles. The ability to transmit customized
messages in a single data package for multiple vehicles
significantly enhances the scheme’s flexibility. Formal security
analysis confirms that the proposed scheme satisfies both IND-
CLSC-CCA2 and EUF-CLSC-CMA security requirements,
ensuring data confidentiality and unforgeablity. Furthermore,
we make the implementation codes available. Experimental
evaluations demonstrate that our scheme outperforms compar-
ative schemes in computational and communication efficiency
and energy consumption, proving its feasibility and practicality
for real-world applications.
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