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Abstract—The smart factory is a representative element
reshaping conventional computer-aided industry to data-
driven smart industry, while it is nontrivial to achieve cost
effectiveness, reliability, mobility, and scalability of smart
industrial systems. Data-driven industrial systems mainly
rely on sensory data collected from statically deployed sen-
sors. However, the spatial coverage of industrial sensor
networks is constrained due to the high deployment and
maintenance cost. Recently, mobile crowd sensing (MCS)
has become a new sensing paradigm owing to its mer-
its, such as cost effectiveness, mobility, and scalability.
Nevertheless, traditional MCS systems are vulnerable to
malicious attacks and single point of failure due to the
centralized architecture. To this end, in this article we inte-
grate MCS with industrial systems without introducing any
additional dedicated devices. To overcome the drawbacks
of traditional MCS systems, we propose a blockchain-based
MCS system (BMCS). In particular, we exploit miners to ver-
ify the sensory data and design a dynamic reward ranking
incentive mechanism to mitigate the imbalance of multiple
sensing tasks. Meanwhile, we also develop a sensory data
quality detection scheme to identify and mitigate the data
anomaly. We implement a prototype of the BMCS on top of
Ethereum and conduct extensive experiments on a realistic
factory workroom. Both experimental results and security
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analysis demonstrate that the BMCS can secure industrial
systems and improve the system reliability.

Index Terms—Blockchain, mobile crowd sensing (MCS),
mobility, scalability, security, smart factory.

[. INTRODUCTION

ITH the upcoming era of Industry 4.0, it becomes a
W trend to converge the physical world and the cyberspace
in industrial sectors. A smart factory is the representative dur-
ing the evolution from traditional computer-aided industry to
data-driven smart industry, which is featured with the improved
productivity and operational efficiency [1]. Typically, industrial
systems make decisions depending on environmental informa-
tion collected from ambient sensors distributed across the whole
factory. However, the spatial coverage of industrial sensor net-
works is often constrained due to the high cost of deployment
and maintenance [1]. In addition, industrial sensor networks are
suffering from insufficiency in mobility and scalability [2].

Mobile crowd sensing (MCS) has received considerable
interest recently [3]-[7]. MCS has become a leading paradigm
to collect sensory data with powerful sensors embedded
at mobile devices, such as mobile phones. Attributing to
the merits like cost effectiveness, mobility, and scalability,
there are many MCS applications or systems proposed in
academia community, such as SmartRoad [8], TransitLabel
[9], and Map++ [10]. MCS provides a possible solution to
the aforementioned industrial issues. In particular, MCS can
extend existing industrial sensing systems in a smart factory
without introducing additional dedicated devices. For example,
factory staffs can use mobile phones to collect environmental
information (e.g., the abnormal machinery noise) so as to
monitor operating status of machines. The integration of MCS
with existing static sensing methods can achieve a wide spatial
coverage with a scalable and cost-effective solution.

A. Motivation

However, there are three main challenges when introducing
MCS into a factory:

1) Reliability: For an industrial system, the provision of re-

liable services is one major concern. Most of the existing

MCS systems are based on the centralized architecture,

where all devices need to communicate with each other

through the central server. Such centralized systems that
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are fragile to the single point of failure cannot provide
highly reliable services, which is not acceptable in mod-
ern industries. For example, it was reported in April 2015
that Uber China [11] failed to provide services due to
the hardware failure. As a result, passengers cannot cease
the order at the end of services, consequently incurring
economic loss.

2) Security: Because of the traditional centralized architec-
ture, MCS is exposed to the risk of malicious attacks,
such as distributed-denial-of-service (DDoS) attack and
man-in-the-middle attack. Besides the system safety is-
sues, data security issues cannot be negligible. For the
traditional MCS system, massive sensory data are stored
in the centralized datacenter. The collected sensory data
may be tampered after malicious attacks such as SQL
injection attack, even if these attacks are initiated from
insiders.

3) Sensory data quality: Moreover, different from the fixed
sensors, mobile sensors in MCS are typically carried by
human staffs who may behave unreliably or maliciously
during data collection process. Thus, it is crucial to assess
and guarantee the quality of collected data [12]. How-
ever, few existing MCS systems perform data quality
verification. Motivated by the above three open issues
in MCS, this article aims at answering this question: Can
we design a reliable, secure, and quality-guaranteed MCS
for industrial systems?

The past few years have witnessed the emergence and devel-
opment of blockchain and its applications [13]-[16]. Featured
with tamper-proof, integrity, and fault tolerance, blockchain
brings an opportunity to solve the above three issues of MCS
systems. First, blockchain can improve the system reliability
due to the decentralization of MCS, thereby reducing the risk
of single point failure. Second, blockchain can secure MCS via
tamper-proof data storage and consensus mechanisms. Third,
integrating data detection schemes with incentive mechanism,
blockchain can guarantee the data quality.

B. Contributions

In this article, we propose a blockchain-based mobile crowd
sensing system (BMCS) for industrial systems. There are three
roles in traditional MCS systems: requesters, workers, and
centralized platform; they essentially construct the triangular
architecture. The BMCS breaks the triangular architecture in
traditional MCS systems via exploiting decentralized feature of
blockchain. In particular, the BMCS adopts the decentralized
blockchain to replace the traditional centralized server. Mean-
while, we introduce miners who are responsible for generating
blocks and validating transactions into the BMCS to help re-
questers verify the quality of large amount data collected by
workers. The verification rules are embedded in smart contracts.
Different sensing tasks have different verification rules. Min-
ers can obtain extra rewards according to their proof-of-data.
Since smart contracts are immutable codes running on top of
the blockchain, under the guarantee of the trusted mechanism,
requesters and workers can commit secure transactions without

the trust of each other, consequently mitigating false-reporting
and free-riding threats.

In addition, there exists an imbalance among different data
collection spots in a factory. For example, data are often collected
redundantly at popular locations while sparsely at unpopular
locations. Therefore, we design a dynamic reward ranking
(DRR) incentive mechanism specialized for the BMCS to solve
the imbalance of sensory data. Owing to the trust fabric pro-
vided by the blockchain (i.e., no false-reporting and free-riding
threats), this incentive mechanism can motivate more workers to
participate in sensing tasks at unpopular sites, thereby achieving
the balance of data collection.

Attributing to benefits of decentralized transparent blockchain
and tamper-proof smart contracts, the BMCS improves the re-
liability and security for MCS systems. Without relying on any
third-party arbiter, the BMCS guarantees the secure execution
of transactions in a trustless environment.

The main contributions of this article are listed as follows.

1) To the best of our knowledge, this is the first study in
incorporating MCS into smart factories. Leveraging the
sensing capabilities offered by mobile phones of staffs
in a factory, we can improve the mobility, scalability,
and cost effectiveness of sensory data collection without
introducing any additional dedicated devices.

2) We propose a BMCS, which breaks the triangular ar-
chitecture of traditional MCS systems and improves the
system reliability and security. Moreover, we design a
sensory data quality detection scheme to exploit miners
to verify the data quality. We also design a DRR incentive
mechanism specialized for the BMCS to mitigate the issue
of imbalanced data collection.

3) We implement a prototype of BMCS on top of Ethereum
and conduct a case study of sound sensing in a public
blockchain network. Both theoretical analysis and exper-
imental results demonstrate the reliability, security, and
efficiency of the BMCS.

The rest of this article is organized as follows. Section II
presents related studies. Section III introduces preliminaries.
Overview and detailed design of the BMCS are presented in
Section I'V. Section V introduces the implementation of a proto-
type of the BMCS and gives experimental evaluation. Security
analysis is presented in Section VI. Finally, Section VII con-
cludes this article.

Il. RELATED WORK

In this section, we briefly review related work in MCS from
three aspects: system reliability and security, incentive mecha-
nism, and data quality.

System reliability and security: In the aspect of services
reliability of MCS, Zhou et al. [17] designed a robust mobile
crowd sensing (RMCS) architecture based on edge computing
to ensure reliable service provisioning. To improve the antiattack
capability of MCS, Ni et al. [18] focused on studying the
security requirements in fog-based vehicular crowd sensing and
describing the possible solutions to achieve security assurance.
Lin ez al. [19] designed the Sybil-proof auction-based incentive
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mechanism (SPIM) to deter the Sybil attack. Gisdakis ef al. [20]
proposed a comprehensive security and privacy-preserving ar-
chitecture in MCS, which is resilient to abusive users and guar-
antees privacy protection. Nevertheless, these proposed schemes
are based on centralized servers, which are fragile to malicious
attacks. There are also some general blockchain-based methods
to strengthen the security of MCS, for example, Li ef al. [11]
conceptualized a framework, CrowdBC, for crowd sourcing
based on blockchain. However, CrowdBC failed to consider the
sensing quality issue, which is not practical in industrial spaces.

Incentive mechanism: There are several surveys [21], [22] re-
viewing a variety of incentive mechanisms that motivate people
to contribute to MCS efforts. Jin et al. [23] proposed a differ-
entially private incentive mechanism that preserves the privacy
of each worker’s bid against other honest-but-curious workers.
Ota et al. [24] proposed a new incentive mechanism called
QUOIN, which simultaneously ensures quality and usability
of information for crowd sensing application requirements. Xu
et al. [25] designed truthful incentive mechanisms to minimize
the social cost such that each of the cooperative tasks can be
completed by a group of compatible users.

Data quality: There are a number of studies contributing to
the improvement of data quality in MCS. In particular, Restuccia
et al. [12] focused on defining and enforcing the quality of
information in crowd sensing. Jin et al. [26] proposed INCEP-
TION, which integrates an incentive, a data aggregation, and
a data perturbation mechanism in the crowd sensing system, to
ensure high quality of sensory data. Cheng et al. [27] proposed a
compressive-sensing-based data quality improvement method,
DECO, to detect false values for crowd sensing in the presence
of missing data. RMCS [17] also provides a deep-learning-based
method to verify the data quality. Peng et al. [28] incorporated
the consideration of data quality into the design of incentive
mechanism for crowd sensing to motivate the rational partic-
ipants to perform data sensing efficiently. Kong et al. [29]
proposed a novel approach based on compressive sensing to
reconstruct massive missing data.

[ll. PRELIMINARIES
A. Background

1) Mobile Crowd Sensing: MCS has become a new
paradigm, which takes advantages of pervasive mobile devices
and sensors to collect data efficiently, thereby enabling numer-
ous industrial applications. Different from traditional sensing
techniques, which rely on specialized equipment (such as sen-
sors, radio frequency identification tags, and smart meters),
MCS unburdens data collection tasks to ordinary people. MCS
adopts off-the-shelf mobile devices (like mobile phones, pads,
and tablets) that are easily carried by people. These massive mo-
bile devices constitute a large-scale sensing system, which can
rapidly accomplish large-scale sensing tasks through collecting
data from mobile devices.

2) Blockchain: Blockchains are essentially distributed
ledgers or databases that enable parties, which do not fully trust
each other to reach a consensus about the existence, status, and
evolution of a set of shared facts. Blockchains are enabled by

complex cryptographic technologies and consensus models.
Data stored in blockchain cannot be tampered, because it is easy
to verify the data integrity through digital signatures and hash
values. These benefits of blockchain have gained considerable
research interests from both industry and academia.

B. Why Blockchain in MCS

Most MCS systems rely on centralized data centers to store
massive sensory data. Due to the inability to verify whether data
were not manipulated, those sensory data stored in centralized
servers cannot be fully trusted. We know that the basic feature
of blockchain is the decentralized trust, i.e., the nontamperable
source of data. By leveraging this feature, we can guarantee the
integrity of sensory datain MCS systems. Also, the decentralized
architecture of blockchains can improve the reliability of MCS
systems. As aresult, MCS systems are resilient to the single point
of failure and can provide reliable services. The combination
of blockchain and MCS can strengthen the security of MCS
systems from the perspective of the architecture. Moreover,
smart contracts running on the top of blockchain can prevent
free-riding and false-reporting phenomena in MCS systems
effectively. Thus, we adopt blockchain-based methods to solve
aforementioned open issues in MCS systems.

C. Threat Models

To demonstrate the advantages of the BMCS in reliability and
security, we first analyze several possible threats as follows.

1) Single Point of Failure: The single point of failure means
that a part of system’s failure will prevent the entire system from
working, which is undesirable in any system with a goal of high
availability or reliability.

2) Sybil Attack: In a peer-to-peer network, each node has
a unique identity generally. However, there may exist some
evil nodes pretending multiple identities illegitimately and at-
tempting to control most nodes in the network, which aims
at eliminating the function of redundant replicated nodes, or
defrauding multiple rewards. This malicious behavior is known
as Sybil attack.

3) Free-Riding and False-Reporting: If the payment is made
before a worker completes the sensing task, the worker always
has the instinct to cease to work while taking the remuneration;
this behavior is known as free-riding. If the payment is made
after the worker completes the sensing task, the requester always
has the instinct to refuse to pay for this task by lying about the
status of this task; this behavior is known as false-reporting [30].

We assume that sensory data (like industrial sounds) in a
smart factory are nonprivacy sensitive. So, we do not consider
privacy preservation of data in this article, while other papers
such as [7] offer the privacy-preserved solution. To address
the above threats, the BMCS has three security and reliability
goals: 1) Service availability: The BMCS can handle the single
point failure and enhance the system availability of services.
2) Antiattack capability: The BMCS can mitigate the effects of
Sybil attack, free-riding and false-reporting, DDoS attack, etc.
3) Data integrity: The BMCS can guarantee the integrity of
sensory data and protect collected data from being tampered.
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Mobile Crowd Sensing System:
Broadcasts sensing tasks to the public,
call for workers to solve them and
charge for service fee.
Post tasks to system Receive tasks from system
and get results and submit results
Requesters: Workers:
Post tasks and pay for Receive tasks from
workers as well as the [#— — — — — — — — — — — — — ¥ system and work for
MCS system. (,onjmu{ucatc with c?cll other to tasks to get reward.
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must but allowed by several systems)
Fig. 1. Traditional MCS triangular architecture.

Smart Contract

Verify the quality of data

Pack sensing data into blocks

Blockchain

Overall architecture design of the BMCS.

Post tasks and receive data Receive tasks and submit data

Query

Query

Fig. 2.

IV. BMCS: BLOCKCHAIN-BASED MCS IN SMART FACTORY

In this section, we first present the architecture and workflow
of the BMCS and then introduce the design of the DRR incen-
tive mechanism and the sensory data quality detection scheme
specialized for the BMCS.

A. Architecture Overview

AsshowninFig. 1, atraditional crowd sensing system consists
of three groups of roles: requesters, workers, and centralized
server. Requesters post tasks to the server and receive sensing
results from the server. Workers receive tasks from the server,
then accept tasks that they are interested in, and later submit the
collected data to the server. The centralized server deals with
requests from requesters and workers and then responds to them
respectively. In this architecture, we can observe that the central-
ized server is a middleman, who needs to handle all of operations
in the system. Nevertheless, the centralized server is vulnerable
to various failures or attacks, such as DDoS, Sybil attack, and
single point failure. The poor reliability due to the centralized
architecture is not acceptable especially in industrial sectors.

In contrast, the BMCS consists of four groups of roles, as
shown in Fig. 2. A decentralized blockchain is adopted as the
system infrastructure instead of the traditional centralized server.
In particular, smart contracts in blockchain can replace the server
to handle operations of various sensing tasks. Meanwhile, in
this architecture, we introduce a new role, miners, which are
responsible for verifying data quality and maintaining the whole
blockchain system. It is worth noting that requesters in smart
factories can be factory owners or managers, and workers are
those employees who work in factories. Requesters can publish
sensing tasks in the form of smart contracts, and workers can
use their mobile phones to collect ambient information, such as

industrial sounds, so as to fulfill the demands of the requesters.
In this way, the BMCS can extend the industrial sensor network
without any additional dedicated device in a flexible manner.

Due to the decentralized architecture of blockchains, the
BMCS eliminates the centralized server consequently achieving
the decentralization. The BMCS adopts replicated nodes to store
blockchain data, thereby improving blockchain data reliability.
In spite of the failure of several nodes due to hardware faults or
malicious attacks, the BMCS can provide reliable services due to
the duplication of nodes. Thus, the BMCS is resilient to attacks
like DDoS, single point of failure, etc. Blockchains are actually
kind of distributed databases, so we may consider that we can
store the collected data in blockchains. Also, by leveraging the
characteristics of blockchains, we can guarantee data stored in
blockchains not being tampered.

In the BMCS, we use smart contracts to handle requests
from users instead of the centralized server. Smart contracts
are immutable codes running on blockchain, and the mecha-
nism of autoexecution by reaching preset conditions guarantees
the fairness and trust fabric of the system. Since the crowd
sensing process does not depend on any central third party,
the single point of failure has been mitigated. Requesters can
publish their sensing tasks through deploying specific smart
contracts. Workers can participate in sensing tasks through post-
ing sensory data to corresponding smart contracts. Stipulating
that each identity must make a deposit before participation in
smart contract protocols, we can efficiently prevent various mali-
cious attacks (e.g., DDoS, Sybil, free-riding, and false-reporting
attacks [30]).

We introduce the new role, miner, to verify the sensory
data quality and store the data into blocks. The miner in the
blockchain system plays a role in verifying and broadcasting
received transactions, mining new blocks, and running smart
contracts. However, miners in blockchains waste substantial
computation resources to solve useless proof-of-work (PoW)
puzzles. Moreover, how to guarantee the sensory data quality
becomes a problem in crowd sensing systems. To this end, we
propose the concept of proof of data, i.e., utilizing miners to
verify the data quality. The verification rules are set by the
requesters. Miners can obtain the rewards from requesters for
their efforts in the proof of data.

We next illustrate the crowd sensing workflow in the BMCS
as shown in Fig. 3.

1) Requesters Publish Sensing Task Contracts: Requesters
publish their sensing tasks by writing and deploying specific
smart contracts. They set up some necessary parameters in smart
contracts, such as data type, data quantity required, and task
rewards. Requesters formulate different data quality verification
rules for different sensing tasks by creating functions in smart
contracts. For example, in a factory, there may be a sensing
task to collect industrial sounds to detect the operating status of
machines, and the system makes judgment if the machines work
normally by analyzing collected sensory data. The requester can
set the upper bound or the lower bound in the smart contract to
define the qualified range of the sensory data, and then, miners
verify the data quality through sensory data quality detection
scheme with the rules set by the requester.
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for workers to make the security deposits before participating
in a crowd sensing task; this mechanism can efficiently mitigate
attacks such as DDoS, Sybil, free-riding, and false-reporting
attacks [30] from evil workers.

3) Miners Validate Data Quality and Transactions: Miners
fetch unsubstantiated transactions and verify the quality of
sensory data through the data-quality scheme with the rules
predetermined by requesters. After substantiating the quality
of sensory data, miners pack the verified sensory data into new
mined blocks. Then, miners and workers will obtain correspond-
ing rewards from requesters. In general, miners obtain rewards
for executing smart contracts, and workers obtain rewards due to
the efforts of uploading high quality sensory data. On one hand,
through this incentive mechanism provided by the blockchain,
we can establish the reputation of the system and raise the
enthusiasm of both miners and workers in a short time. On the
other hand, since rewarding deposits have been made in task
contracts before publishing, the rules of completing tasks and
getting rewards are printed in smart contracts, which cannot
be denied. Thus, both requesters and workers can trust the im-
mutable codes, i.e., smart contracts, as a credible administrator.
This incentive mechanism not only satisfies the requirements
of trustfulness and efficiency, but also eliminates the security
vulnerability caused by the failure at a trustful center.

4) Convergence of Information Technology (IT) and
Operational Technology (OT): After collecting sensory data and
storing them in the blockchain, the machines in the factory poll
the blockchain for ambient information to make adjustments in
industrial operations; this process is known as IT/OT conver-
gence. This step is to integrate IT systems used for data-centric
computing with OT systems used to monitor devices in the
factory.

5) Requesters Abort Sensing Tasks: Requesters can poll the
status of sensing tasks periodically. Once they are satisfied with
the received sensory data or decide not to continue collecting

Fig. 4. Sensing squares division in the DRR incentive mechanism.

data for some reasons, they can abort the sensing task and get
the remaining rewarding deposits from the smart contract. As
this abort signal will be broadcasted in the blockchain network,
then miners and workers will cease to work on this task.

B. DRR Incentive Mechanism

In industrial systems, there is an imbalance among sensing
tasks at different sensing regions. For example, redundant data
are collected at some popular locations, while sparse data (even
no data) are collected at some unpopular locations. In this
section, we design a DRR incentive mechanism for the BMCS
to mitigate this phenomenon.

We assume that all sensory data have location labels. We
divide the whole sensing area into n small squares, and each
piece of sensory data belongs to a specific square based on the
location label. We define square ¢ contains k; pieces of sensory
data. We consider that the square is small enough so that sensory
data belong to the same square have similar values. If there are
redundant sensory data in the square, this region is named as the
popular location. If there are sparse data (even no data) in the
square, this region is named as the unpopular location.

Fig. 4 presents an example consisting of 18 squares. The
yellow squares represent popular locations and the gray squares
represent unpopular locations. For popular locations, we may not
need to collect too much sensory data. For unpopular locations,
more workers are expected to collect sensory data here. Thus,
the basic idea of the DRR incentive mechanism is to provide
different task rewards in different regions. For example, the
task reward in unpopular locations is higher than that in popular
locations, which can motivate workers to collect data in those un-
popular locations to earn more rewards. Meanwhile, we update
the rewards allocation after each round of data submission based
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on the data density in the square. In this way, we can attract more
workers to collect sensory data in those unpopular locations and
finally achieve the sensing balance in different regions.

Suppose that the requester expects that there are at least d
pieces of sensory data in each square, and the remaining rewards
are w. We then give the definition of the reward r; of square ¢
as follows:

. wx (d—k;)/ > max(d — k;,0), ifk; <d n
"o, ifk; >d

As shown in (1), if square ¢ has collected enough data, i.e.,
k; > d, then we set the reward r; to O in this square. If the
amount of collected data have not reached d in square ¢, we
allocate the remaining task rewards based on the data density in
those squares. Once the system receives a new qualified data and
confirms this submission, the task rewards will be reallocated
based on the current data density in the squares. The reward 7;
of square ¢ is not equally distributed. We adopt the dichotomy to
distribute the reward r; according to the coming-first principle.
It means that the sooner workers complete the sensing task, the
more rewards they can gain. So, the reward paid for the worker is
r;/2; r; is calculated according to the current sensing progress.
Consequently, in this manner, we can motivate workers to collect
sensory data in unpopular locations for higher rewards, and it can
alleviate the imbalanced sensing situation. Thus, the DRR incen-
tive mechanism can lead to a more uniform sensory data distri-
bution, which contributes to making a higher sensing quality.

C. Sensory Data Quality Detection Scheme

In order to guarantee the higher data quality, it is necessary
to have a clear idea of how to build the trust between requesters
and workers, and how to validate the quality of submitted data.
In the BMCS, users do not need to trust each other due to
decentralized consensus mechanisms supported in blockchains.
They can make secure deals without a trusted third-party. Thus,
how to estimate the usefulness of collected data is crucial. To
evaluate the quality of collected data, we define two types of low
quality data: abnormal data and redundant data.

Abnormal data: Due to the hardware faults or the fake data
submitted by dishonest users, there may exist outliers in the col-
lected data. This kind of data should be detected and eliminated.

Redundant data: For the low time-dependent data, we do
not need redundant data in the geographically approximated
locations. Thus, this kind of redundant data should also be
eliminated to improve the data quality.

Regarding these two types of low-quality data, we have differ-
ent strategies. Because all sensory data have location labels, it is
easy to filter illegal data that are out of expected geographic
locations through location labels. Also, combining with the
region squares division, it is apparent to find which square has
redundant data. With respect to abnormal data, we can mitigate
the outliers through analyzing hidden structural information
from sensory data. Here, we take sound sensory data as an
example to reveal its inherent properties. We collected the sound
sensory data through MI 4 mobile phones for more than 10
min (more details will be given in Section V-A). The sampling
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Fig. 5. Inherent properties in the sound sensory data. (a) Temporal
stability feature. (b) Spatial correlation feature.

frequency is 1 Hz. We chose 600 consecutive samples of the
whole dataset to mine the hidden structures in the sound sensory
data. This subset contains 3600 pieces of sound data. We show
a sample of sound data as follows, and we can calculate the size
of each piece of sound data is about 94 bytes.

{

"timestamp” :1559196237390,
"decibel” :49.431602,
"longitude” :121.4368860,
"latitude” :31.02717034
} // a sample of sound data

We first investigate the temporal stability of the sound sensory
data, which represents the degree of difference between two
consecutive data points in one data trace. Thus, it is defined
as |z(t) — z(t — 1)|, where z(t) denotes the tth piece of sound
sensory data in the data trace z. According to the definition of
temporal stability, we plot the cumulative distribution function
(CDF) result in Fig. 5(a). We can observe that more than 87%
sound data have less than 1-dB difference between consecutive
data points. If we normalize the difference value as

_ () —x(t = 1)]
VST

we can observe that more than 91% consecutive sound data
points have less than 0.02 difference, which shows a strong
temporal stability feature [29]. Thus, the above analysis demon-
strates that the sound sensory data have a good temporal stability.
We then explore the spatial correlation of the sound sensory
data. The spatial correlation has a similar definition to the
temporal stability. It denotes the degree of difference among data
points in adjacent squares at the same time slot. It can be defined
as |z(t) — y(t)|, where « and y represent two adjacent region
squares. Fig. 5(b) plots the CDF result of the spatial correlation.
We can observe that more than 88% sound data have less than
5-dB difference between adjacent squares at the same time slot.
Similarly, we calculate the normalized value as follows:

_ o)~ y(t)
RS0

and we can observe that more than 80% adjacent data points have
less than 0.05 difference. So, we also can conclude that the sound
sensory data also have a good spatial correlation feature [29].

@)

3)
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Fig. 6. Local average detection method.

Through leveraging the temporal stability and the spatial
correlation features, we divide the sensory data quality detection
scheme into two phases.

In the first phase, we utilize the temporal stability to detect if
the sensory data distribution is qualified. The main idea of the
first phase detection method is illustrated in Fig. 6. For given a
time-series sensory data, we detect the data quality in a sliding
window, where the window size is s. We put the data point to
be detected in the middle of the window. We then calculate the
average line of other data points in the current window, which
is denoted by b. We define that the threshold for normal data is
b £ §. Thus, the red point in Fig. 6 is out of the threshold, which
is considered as an abnormal data point.

In the second phase, we utilize the spatial correlation to judge
if the sensory data lie in a reasonable range. Since the sound
sensory data have a good spatial correlation, it implies that the
detected data point should have a similar value to those of its
neighbors at the same time slot. So, we calculate the average
value of all of its neighbors, which is denoted by a. Then, we
compare the average value with this data point. If the data point is
in the range of a + 3, we consider it as a normal data point. Only
if the data point passes both phases’ detection, we consider it as
a qualified data point. Otherwise, we classify it as an abnormal
data point.

V. EXPERIMENTAL EVALUATION
A. Implementation

We implemented a prototype of the BMCS on Ethereum and
conducted the sound sensing task in the public blockchain test
network. We used a commercial PC to construct the public
blockchain test network and multiple processes running on
this PC acted as miners and requesters (i.e., Ethereum nodes).
These nodes provide the blockchain Application Programming
Interface (API) over the JSON-Remote procedure call (RPC) in-
terface for workers who use mobile phones. Also, we adopted the
PoW as the consensus mechanism of the BMCS and maintained
the difficulty of the blockchain network as the default value,!
i.e., 0 x 20000. For workers, we used six MI-4 mobile phones,
numbered from 1 to 6, to act as six workers to conduct the sound
sensing task, which is shown in Fig. 7(a). Workers also have
their own blockchain accounts, but different from miners and
requesters, they do not run Ethereum nodes and just store part

![Online]. Available: https://github.com/ethereum/go-ethereum

(a) (b)

Fig. 7. Prototype of the BMCS implemented in the sound sensing task.
(a) MI-4 mobile phones. (b) Sound sensing screenshot.

Fig. 8.

Test scenario of sound sensing tasks.

of blockchain data, for reasons of limited computing capacities.
Workers submit sensory data and retrieve blockchain data over
the JSON-RPC interface provided by Ethereum nodes.

We conducted experiments in a factory workroom, as shown
as Fig. 8. This factory workroom has a logistics prototype,
which can simulate the workflow of a real logistics distribution
system. We evaluated the BMCS in the workroom in order to
be as close as possible to the real application scenario. The
area of the experimental testbed is about 150 m?>. We divide
the testbed area into six squares, each of whichis 5 x 5 m2.
Each mobile phone was placed in the corresponding numbered
square, as shown in Fig. 8. The sampling frequency is 1 s. We
collected the sound data lasting for more than 10 min, and the
collected dataset contains more than 4000 pieces of sensory
data. Fig. 10(a) plots the partial sound data trace we collected;
the z-axis represents time series and the y-axis represents the
decibel of sound. This case study demonstrates that the BMCS
is feasible in the prototype of a smart factory.

B. Ethereum Blockchain Efficiency Concerns

According to Decker and Wattenhofer’s research [31], they
measured Bitcoin network latency and determined that 12.6 s
is the time that it takes for a new block to propagate to 95%
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of nodes. Thus, the Ethereum network is designed to produce
a block every 12 s? (but indeed it is around 14 s) in order
not to generate too many stale blocks. Miners collect unspent
transaction outputs from the transaction pool and verify and
pack them into a new block. Because the number of transactions
contained in one block is not fixed, the transaction per second
(TPS) of Ethereum network fluctuates from 15 to 25 TPS.

The TPS of Ethereum blockchain is much lower than that
of traditional centralized servers; there may be some efficiency
concerns about blockchains, but we consider that the BMCS
is delay tolerant. We know that the TPS of Ethereum means
the number of transactions confirmed per second, but not the
number of transaction submitted per second. The task rewards
are transferred to workers after transactions confirmed; we think
this step is totally delay tolerant. There is no need for workers to
wait the previous transaction to be confirmed before submitting
a new transaction, so the process of consensus mechanism
does not impact workers collecting sensory data and submitting
new transactions. Workers just wait for their transactions to be
confirmed and then get their task rewards.

C. DRR Incentive Mechanism

We first evaluated the performance of dynamic reward-
incentive mechanism. We adopted the following parameters
in the simulations: 1) the number of region squares is n = 6;
2) it is expected to collect d = 25 pieces of sensory data in each
square; and 3) the initial total reward is w = 150. In addition,
we conducted two groups of experiments. The first group of
experiments has the assumption that workers always prefer to
collect sensory data in the locations, where higher rewards can
be obtained. The second group of experiments assumes that only
50% workers will follow this preference.

As shown in Fig. 9(a), we can observe that workers always
choose the highest rewards after each round of reward updation,
and the number of collected data is increasing uniformly in
each square. It mitigates the imbalance of multiple sensing
tasks between popular locations and unpopular locations. Thus,
the DRR incentive mechanism can motivate workers to collect
sensory data uniformly.

In Fig. 9(b), when only 50% workers follow this mechanism,
we can observe that workers may not obtain the highest rewards
in each round of reward updating. According to (1), if the number
of collected data pieces in a certain square is more than those
in other squares, the rewards in this square will be lower than
those in others. In general, workers tend to conduct the tasks,
which can bring more rewards. Consequently, this mechanism
can mitigate the imbalance of multiple sensing tasks.

Equilibrium or not? Above experiments demonstrate that
this mechanism can balance the sensing opportunities between
popular locations and unpopular locations. However, will the
mechanism result in fairness among workers? As illustrated in
Section IV-B, the mechanism adopts the coming-first principle;
workers who gather the required sensory data earlier can get
more rewards. But how to guarantee this principle to be carried

2[Online]. Available: https://docs.ethhub.io/using-ethereum/mining/
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Fig. 9. Performance of the DRR incentive mechanism. (a) Workers
always choose the highest rewards. (b) 50% workers always choose the
highest rewards.
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Fig. 10. Performance of sensory data quality detection. (a) Sound
sensory data samples. (b) Precision and recall.

out strictly? We know that the task rewards are deposited in
smart contracts by requesters when initializing sensing tasks;
the rewards will be transferred to workers automatically after
the submitted data verified, so workers have no need to concern
about the false-reporting issue. Thus, by leveraging irresistible
smart contracts, we can guarantee the rewarding fairness among
workers under the coming-first principle.

D. Sensory Data Quality Detection Scheme

Based on the observation in Fig. 5(a) and (b), we set the
threshold in the first phase d = 1 dB, and the threshold in the
second phase 8 = 5 dB. We used the collected sound sensory
data to evaluate the performance of the detection scheme. The
sound dataset contains six traces, and we chose the subset of
600 data points for each trace in this experiment. We choose
the first data trace to be the tested dataset and randomly select a
fraction of data points in the trace as abnormal data. We generate
anomaly data through adding random biases to the original data,
and we set the ratio of anomaly data as 10%, 20%, and 30%,
respectively, in this experiment.

Fig. 10(b) plots evaluation results. We observe that the pre-
cision and recall of data quality detection decrease with the
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increased ratio of anomaly data. When the ratio of anomaly
data is 10%, the detection scheme has the best performance, i.e.,
about 70% precision and 90% recall. When the ratio is 30%, the
detection scheme has about 55% precision and 75% recall. These
results imply that the proposed data quality detection scheme
achieves an excellent performance via leveraging the temporal
and spatial features of sensory data.

VI. SECURITY ANALYSIS

We first analyze the BMCS security concerns in four aspects:
single point of failure, Sybil attack, DDoS attack, and free-
riding and false-reporting. Then, we give some discussion on
blockchain security and make some comparison between the
BMCS and other MCS systems.

Prevention of single point of failure: The BMCS is built on a
blockchain, whichis essentially a distributed ledger consisting of
a group of replicated database nodes. The data are duplicated by
all nodes, so the BMCS is resilient to the failure of one or several
nodes. More exactly, for PoW-based blockchain systems, if the
system contains 2n + 1 blockchain nodes, then it can tolerate
up to n failures, where n € N7T.

Prevention of Sybil attack: Each node in a blockchain must
solve complex puzzles to verify a transaction; this mechanism
increases the costs of Sybil attack. Moreover, workers actually
need to make security deposits, i.e., pay transaction fees to
miners, before participation in a crowd sensing task; it also
efficiently prevents Sybil attack. We assume that the attacker
has the computing capacity of c. If the attacker wants to launch
a Sybil attack, he needs to divide his computing capacity c
into several subparts ¢y, cs, . . . , ¢, to pretend different identities.
However, this will weaken the total computing capacity of the
attacker because of some extra computing costs brought by
process scheduling, which makes ¢; + ¢, + - -+ + ¢, < ¢. Also,
n fake identities need to pay n-fold transaction fees, which
induces large extra costs. Thus, from either computation costs or
transaction costs, the BMCS can mitigate the Sybil attack well.

Prevention of DDoS attack: The BMCS can prevent DDoS
attacks well because it is decentralized, while DDoS attacks rely
on centralized systems. By leveraging the decentralized nature
of blockchains, the BMCS can allocate data and bandwidth
to absorb DDoS attacks as they happen. Also, in the BMCS,
malicious attackers need to pay transaction fees to miners before
sending transactions, which are much costly to launch DDoS
attacks.

Prevention of free-riding and false-reporting: The BMCS
adopts smart contracts, which are immutable codes running on
a blockchain, in which both requesters and workers trust this in-
centive mechanism. In particular, requesters must make deposits
in smart contracts before publishing a sensing task. The status of
a task will be automatically judged by a smart contract, thereby
efficiently preventing the false-reporting attack. Workers must
upload qualified sensory data and complete the task according to
requirements written in the smart contract. After that, they will
get rewards transferred from the smart contract without relying
on any central trust. This mechanism can essentially prevent the
free-riding attack.

TABLE |
COMPARISON BETWEEN THE BMCS AND SOME OTHER MCS SYSTEMS

CrowdBuy CrowdBC

BMCS SPIM [19] [34] (1]
Single Point
Failure v * * v
Sybil Attack vV O X Vv
DDoS Attack v X X Vv
Free-riding and
False-reporting v x x v
Data Quality Vv X a X

Note: / denotes the challenge being tackled without using any central trust model; x
denotes the challenge still existing; O denotes the challenge being (partially) tackled
based on a central trust or third-party arbiter; and — denotes this issue does not exist.

In the BMCS, we adopt the public blockchain as the un-
derlying technology, so users who want to participate in the
system do not need to be authorized. They can join it freely,
while the openness of the public blockchain system may also
attract some malicious users, whose existence threatens the
security of blockchains. The major security issues of public
blockchains which we focus on are 5/% attack and double-
spending attack [32]. For PoW-based blockchains, the premise
of the success of 51% attacks is that attackers must own more
than half computation capability of the whole system. It is almost
impossible to achieve especially when the number of users is
larger and larger. Double-spending attacks can cause the fork
of the blockchain because of the inconsistent transactions. The
attackers attempt to spend the same token twice to defraud
services or rewards. However, this issue can be mitigated by the
consensus mechanism, which can make the status of blockchains
consistent across the network finally. And according to the
theory of six-blocks-security [33] in bitcoin, we consider that six
confirmed blocks are enough to defend double-spending attacks.

Table I compares the BMCS with other representative MCS
systems from the security perspectives. We observe that the
BMCS outperforms other MCS systems in addressing various
threads. For example, SPIM [19] and CrowdBuy [34] built on the
central architecture are vulnerable to secure threats. Meanwhile,
SPIM does not consider the data quality in MCS systems.
Though CrowdBC [11], which is a blockchain-based crowd
sensing system, can mitigate malicious attacks via exploiting the
benefits of blockchains and smart contracts, it has no mechanism
to guarantee the data quality.

VIl. CONCLUSION

In this article, we proposed a BMCS and conducted realistic
experiments in a prototype of a factory. We exploited MCS to
extend the traditional industrial sensor network in the smart
factory to achieve an enhanced scalability, mobility, and cost
effectiveness. Harnessing benefits of blockchains, the BMCS
compensated for the paucity of MCS with enhanced security and
reliability. We also presented a novel concept of proof of data,
through which miners conduct the useful work, i.e., verifying the
sensory data quality. Moreover, we designed a simple incentive
mechanism to mitigate the imbalance of multiple sensing tasks in
MCS systems. Furthermore, we proposed a temporal and spatial
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feature-based data quality detection scheme to check whether the
sensory data were normal.

However, there are still some deficiencies in the BMCS, for
example, in this article, we failed to consider some privacy-
preserving methods for sensory data. In future research direc-
tions, we can focus on how to protect data privacy in public
blockchains. We believe that the BMCS has a wide spectrum
of industrial applications, such as smart cities, intelligent trans-
portation systems, and logistics in the future.
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